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Information Technology — Programming Languages — Guidance to avoiding
vulnerabilities in programming languages — Vulnerability descriptions for
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/CT60"H;56"06"C0"0"C0"RC@BVKQ/ML .0, 27e0, .456XS

unction<"."20COQ1D2"CJ"54,;46K6D45V"614360"P0O1/4>1D"C0"86J1D68"1 D¢ Q (RROGK EI¥ND T 31363 "H; D"
P6"H;//68";5";"QBS

garbage collection<@36"QO0CH655"PL"T31H3"436"K6KCOL"0568"PL"OD06J606DH68"CPUGH4";,D8"43610"D;K65Q;F
06H/;1K68S"NL43CD"QOCELBEE80/6"4C";,//CT";"Q0C20;K"4C"8106H4"T36D";D8"3CT"2;0P;26"HC//6M41CD"15"8CI

global<"."7,01;P/6"43;4"15"5HCQE8C806";D8"H;D"P6"06J606 DH68"JOCK";DLT3606"T1431D"436"KC80/6"1DH/O81
T1431D"JODH41CD5";D8"H/;5565"86J1D68"1D"43;4"KC80/6S

guerrilla patching<./5C"[DCTD";5"gCD[6L"N;4H31D2V"436"Q0;H41H6"CJ"H3;D21D2"436";4401P0465";D8&C0"K643(
KC80/6"5"H/;55";4*800K6"JOCK"CO45186"CJ"436"KC80/6S

immutability<@36"H3;0;H4601541H"CJ"P61D2"ODH3;D26;P/6S"$401D25V"40Q/65V";D8"DOKP605";06"1KKO4;P/6
NL43CDS

import<."K6H3;D15K"43;4"15"0568"4C"K;[6"436"HCD46D45"CJ";"KC80/6";HH6551P/6"4C"436"1KQC041D2"Q0C20
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inheritance<@36";P1/14L"4C"86J1D6";"H/;55"43;4"15";"50PH/;55"C HZABE0IBLBI66MA55XS " #D36014;DH6"0565'
;"K643C8"065C/041CD"C0860"WgA%X"4C"065C/76"06J606 DHE5"4C"436"HC0A8HM4XBN 3608 3CTIFEE676/"W
;4401P0O465"WK643C85" DBIGHXXS

instance<."51D2/6"CHHOO006DH6"CJ";"H/;55"43;4"15"H06;468"PL"H;//1D2"436"H/;55";5'IQ01 8K QIODH41CD"W
Animal())$8

integer<.D"1D46260"H;D"P6"CJ";DL"/6D243"P0O4"15"KC06"6JJ1H16D4/L"QOCH65568"1J"14"H;D"P6"1D460D;//L"(
9)"C0"ZB"P14"1D46260S"#D46260"/1460;/5"H;D"P6"6\Q065568"1D"P1D;0LV"86H1K;/V"CH4;/V"C0"36\;86H1K;/"J

keyword<.D"186D41J160"43;4"15"06560768"JC0"5Q6H1;/"K6;D1D2"4C"436"NI128TY KQABEEYDE460" W
forWlassXS

lambda expression<."HCDBD16D4"T;L"4C"6\Q0655";"51D2/6"06400D"JODH41CD"54;46K6D4"T1431D";DC4360"54
1D546,8"CJ"86J1D1D2","56Q;0;46"JODH41CD";D8"06J606DH1D2"14S

list<.D"C086068"56]06DH6"CJ" 60C"C0"KC06"146K5"T31H3"H; DABSAKKEA B KEBAYWR/6 X";D8"1D86\68S

literals<."5401D2"C0"DOKBPBO"8VKQ/@G"abc ', 123, 5.4XS"IC46"43;4","5401D2"/1460;/"H;D"056"614360"8COP.
JOC46"WbX"C0"51D2/6";,QC540CQ36"Q;105"WpX"4C"86/1K14","5401D2S

membership<#J";D"146K"CHHO05"T1431D";"56]06DH6"14"15"5;18"4C"P6";"K6KP60 5 NLE3B B8R0 1/4>1
K6KP60531QW0"6\;KQ/Mf a in bXS"(/;5565"H;D"Q0C7186"K643C85"4C"C7600186"PO1/4>1D"K6KP60531Q"

module<."J1/6"HCD4;1D1D2"5COO0H6"/ 4RO BB 46K6D45X"1D"NL43CD"WC0";DC4360X"/;D20;26S"."KC80/6"3
CTD"D;K65Q;H6";D8"5H{IIB5K; L"HCD4;1D"86J1D141CD5"JC0"JODH41CD5";D8"H/;5565S"."KC80/6"15"CD/L"6\¢
J1054"1KQC0468";,D8"0QCD"06/C;81D2S

mutability<@36"H3;0;H4601541H"CJ"P61D2"H3;D26;P/6S"f1545";D8"81H41CD;0165";06"4TC"6\;KQ/65"CJ"NL43(
;06"KO4;P/6S

D;K6<!"7;01;P/6"43;4"06J606DH65";"NL43CD"CPU6H4"50H3";5";"DOKP60V"5401D2V"/154V"81H41CD;0LV"40C
KC80/6V"JODH41CDV"C0"H/;55S

namespace<."Q/;H6"T3606"D;K65"065186"T143"43610"06J606DH65"4C"436"CPU6H45"43;4"436L"06Q0656D4S™\
CPU6H45"8376"43610"CTD"D;K65Q;H65"1DH/086<"P/CH[5V"'KC80/65V"H/;5565V";D8"JODH41CD5S"[;K65Q;Ht
T;L"4C"6DJCOH6"5HCQ6";D8"4305"Q0676D4"D;K6"HC//151CD5"51DH6"6;H3"0D1]06"D;K6"611545"1D"CD/L"CL

none<."DO//"CPUBH4S
number<.D"1D46260V"J/C;4CDRAY"86H1K;/V"CO"HCKQ/6\"DOKP60S

operator<ICD>;/Q3;P641H"H3;0;H4605V"H3;0;H4605V";D8"H3;0;H460"5401D25"43;4"3;76"5Q6H1;/'K6;D1D25"T 1.
6\Q06551CDEMG\;KQ/MY, -, not, 1sXS

overriding<"(C81D2";D";4401P046"1D";"50PH/;55"4C"06Q/;H6";"50Q60H/;55";4401P0O46S

package<."HC//6H41CD"CJ"CD6"CO4REDEKC80/65"1D"436"JCOK"CJ";"8106H4COLS
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pickling: @36"Q0CH655"CJ"5601;/1'1D2"CPU6 45105 (KCEEHES

polymorphism: @36"K6;D1D2"CJ";D"CQ60,260B0;//L";"JODH41CD&K643C86Q6D85"CD"436"CPU6H45"P61D2"
CQ60;468"0QCDV"DE#BGE"CPUBHM4AD6"CJI'NL4A3CD"5"[6L"Q01DH1Q/65"15"43;4"CPU6H4"1D460J;H65"50QQCO.
062;08/655"CJ"436"4LQ6"CJ"CPU6H4"P61D2"Q;5568S"_C0"6\;KQ/6V"5401D2"K643C85"50QQC04";88141CD";D8"
UO54",5"K643C85"CD"1D462605";D8"C4360"DOK601H"CPUGH45"8CS

recursion: @36";P1/14L"CJ";"JODH41CD"4C"H;//["1456/JS"NL43CD"50QQC045"06HO051CD"4C";"/676/"CJ"+V***"Ol
KC81J168"051D&'486tcursionlimit JODH41CDS

scope:"@36"7151P1/14L"CJ";"D;K6"15"145"5HCQ6S".//"D;K65"T1431D"NL43CD"6\154 501 48 D3 15{36151'4168D; K6
4C";"51D2/6"P/CH[V"JODH41CDV"H/;55V"C0"KC80/6"1D"T31H3"436"D;K6"T;5";54";,5512D68";"7;/06S

script<."OD14"CJ"HC86"26D60;//L"5LDCDLKC@b§FasdP04"050;//L"HCDDC465"HC86"00D";4"436"3123654"/676/";
1D'%aripts run modules”S

self<iL"HCD76D41CDV"436"D;K6"2176D"4C";"H/;55""1D54;DH6"7;01;P/6S

sequence<.D"C086068"HCD4;1D60"CJ"146K5"43;4"H;D"P6"1D86\68"C0"5/1H68"051D2"QC514176"DOKP605S"NL4:
43066"P0O1/4>1D"56]06DH65<"5401D25V"40Q/65V";D8"/1545S"16 T"56]0668165"H,P0;GEIE G BE61151CD"
KC80/65V"C0"T1431D"H/;5565S

set<".D"ODC086068"56]06DH6"CJ""60C"C0"KC06"146K5"T31H3"8C"DC4"D668"4C"P6"CJ"436"5;K6"4LQ6S"$645"+
W1KKO4;P/6X"C0"ODJOC 6D"WKO4;P/6XS

short-circuiting operators<%Q60;4Ca5d ;D8'cr H;D"53@4>H10H014"436"67;/0;41CD"CJ"43610"CQ60;D8"1J"436"/6.
5186"67;/0;465"4C"4006"W1D"436"H;6R"C0"4366"W1D"436"H:aXEJ"60KQ/6V"1D"436"6\Q06551€D"
bV"43606"15"DC"D668"4C"G7;/OHE S rueV1[6T156"1D"436"6\Q0655LEBR" bV"43H"15"DC"D668"4C"67;/0;46"

b 1¥ 15'alseS

statement<.D"6\Q06551CD"43;4"26D60;//L"CHHOQ165"CD6"/1D6S"g0/41Q/6"54,46K6D45"H;D"CHHOQL"436"5;K6"
56Q;0;468"PL";"56 K1HC/GDPW4"4315"15"760L"ODHCD76D41CD;/"1D"NL43CD"T3606"6;H3"/1D®@LQ1H;//L"HCD4
54,46K6D4S

string<."P0O1/4>1D"56]06DH6"CPU6H4"HCD51541D2"CJ"CD6"C0"KC06"H3;0;H4605S"eD/1[6"K;DL"C4360"/;D20;2¢
5401D25"H;DDC4"P6"KC83;a8"486L";06"01KKO4;P/60X";D8"436L"8C"DC4"3;76";"460K1D;41'CD"H3;0;H460S

tuple<."56]06DH6"CJ" 60C"C0"KC06"I1BOKBWIBV(1, 2, 3) CO("a", "B", "C"))S"@0Q/65";06"
1KKO4;P/6";,D8"K;L"HCD4;1D"81JJ606D4"CPUREIBAKIHBTW, "a","5.678))S

variable<NL43CD"7,01;P/83%VA5'D;K65X";,06"DC4"/1[6"7;01;P/65"1D"KC54"C4360"/;D20,265">"436L",06"D6760"86F
436L";06"8LD;kH;//L"06J606DH68"4C"CPU6H45V"436L"3;76"DC"4LQ6V";D8"436L"K;L"P6"PCOD8"4C"CPU6EH45"C.
4LQ65",4"813J606D4"41K65S"R;01;P/65";,06"PCODBOEQKQIE/L“WL P1D85" 4C"436"1D46260D8"
ODPCOD8"1KQ/1B1a/6\\WQ/8i=1; a=2) S"#D"4364/)6\;KQ/6\4" 15"PCOD8"4C"436"CPU6HZ "WIBID6X"
1KQ/1H14/L"ODPCOD8"4C"43;4"CPU6BH4"T36B"PQOCIEBES"[DCTD";5"06P1D81D2S"R;01;P/65"H;D";/5C"P6"
ODPCOD8"6\Q/1H14/L"O5HN2543BK6DAWD"6\;KQ/Miel a, b, cXS

/| Deleted: 9



4. Language concepts

@36"[6LGDH6Q45"815H05568"1D"4315"56H41CD";,06"DC4"6D4106/L"0OD1]06"4C"NL43CD"P0O4"436L";06"1KQ/
1D"T;L5"43;4",06"DC4"1D4014176"4C"D6T";D8"6\Q6016DH68"Q0C20;KK605";/1[6S

Dynamic Typing - "."J06]O6D4"5CO0H6"CJ'"HCDJO51CD"15"NL43CD"5"8L 4K B 4HA1OR " )811P/6"

;5512DK6D4adMe"15"5LDCDLKCOS5 id4dile"1D"4315";DD6\XS"#D"NL43CD"43606";06"DC"54;41H"86H/;0;41CD5"
7;01;P/65436L";06"H06;468V"06PCOD8V";D8"86/6468"8LD;K1H;//LS"_004360V"7;01;P/65";,06"DC4"436"CPU6H:
QC1D43FL";,06"U054"06J606DH65"4C"CPUGHA45"T31H3"H;D"P6V";D8"J06]06D4/L";,06V'PCOD8"4C"C4360"Cl

a =1 # a is bound to an integer object whose value is 1
a = 'abc' # a i1s now bound to a string object

R;01;P/65"3;76"DC"4L@86L"06J606 DH6"CPUBHHIE'T; 76"4LQ65"4305"436"54;46K6D4106;465";"D6T"

7,01;P/6"H;//68"43;4"06J606 DH65";"D6 T"CPUGH4 " T3C56" DS TH5"15"1D46260S"@3;4"7;01;P/6"H;D"P6"86/646¢

T143"de 1‘54;46K6D4"C0"PCOD8"4C";DC4360"CPU6H4";DL"41K6";5"53CTDM6ASU5@64CQ‘QE61' [ Deleted:
KC06"CD"4315"50PU6H4S"_CO"436"QOOQC56"CJ"P06714L"4315";DD6\"CJ46D"406:45"436"460K"7;01;F"]é"\[ Deleted: 'S9"@LQ6"$L546K"q#hir
CPU6H4"T31H3"15"46H3D1H;//L"1DHCO006 HACRUA, QKD 36"54;46K6B4"1, 436"DOK601H"CRUIEH4"
;5512D68"436"7;/06'#D"06;/14L"436"RKH',5512D68"4C";"D6 T/L"H@H;468CJ "4LQ6"1D46260"T31H3"15",5512D68"

436"7;/06'S

“HC7605"8LD;K1H"4LQ1D2"1D"KC06"864;1/S

Deleted: Section 6.42 Violations of the Liskov Substitution
Principle or the Contract Model [BLP] L9

Mutable and Immutable Objects">1C46"43;4"1D"436"54@B4&s" = a + 1, NL4A3CIH06;465'hew'CPUGBH4" [ Deleted: 'SB9"\40;"#D401D51H5"gfAgr J
T3C56"7;/06"15"H;/HO/;468"PL";8811)236"7;/06"CJ"436"HO006D4"CPU6H4"06 3566 HERI'eN"4C"436"6\6HO41Cl
CJ"4315"54;46K6MHCPUGH4"3;8"HCD4,;1D68";"7;/OBE";,"D6 T"1D46260"CPU6H4"T14G 32 T (LB 8" P6"
HO06;468S"@36"1D46260"CPU6H4"T3C56" 7LBOBUTSEK;0[68"JC0"86/641CD"051D2"2;0P;26"HC//6H41CD"WQOC7!
C4360"7;01;P/65"06J606DH6"14XS"IC46"43;4" 436 IOS'0Q8;468"1D €Y, #HAB'436"CPU6H4"06J606BHE5"PL"
8C65"DC4"51K®;761",8868"4C"14",5"TCO/8"P6"4LQ1H;/"1D"C4360"/;D20;265S"@36"06,5CD"4315"8C65"DC4"3;
NL43CD"15"P6H;056"1D46260"CPU6H45V";5"T6//";5"5401D2V"DOKP60"; D8"4CGI3G5H; DB UK RE41B/5268"
1D"Q/;H6S"%D/L"/1545";,D8"81H41CD;01B6236G8,DIPQH3&36L";06"K04;P/6S"#D"Q0;H41H6"4315"065401H41CD"C
P61D2";P/6"4C"H3;D26";"KO4;P/6"CPU6H4"1D"Q/;H6"15"KC54/L"40;D5Q;06D4"P0O4";"DC4;P/6"6\H6Q41CD"15"T
CPU6H45",06"Q;5568";5";"Q;0;K6460"4C";"JODH41CD & Hili5BBU$66 of Variables [LAV]"JCO";"865H01¢41CD"
CJ"4315S

@36"0D860/1D2";H41CD5"43;4",06"Q60JCOK68"4pae I B3IGHE6"H3;D26"8CD0OQ8;46"436"1KKO4;P/6"
CPUGH436L"H06;46";"D6T"CPU6H4";D8"bQC1D4c"436"7,01;P/6"4C"D6T"CPU6H4S"@315"H;D"R6"QOC76D";5"F
JODH41CD"06400D5";D"CPU6BH4"5";880655X<

a = 'abc'
print (id(a)) #=> 30753768
a = 'abc' + 'def'

print (id(a)) #=> 52499320
print (a)#=> abcdef
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@36"0Q8;41D2"CJ"CPU6H45"06J606DH68"1D"436"Q;0;K64605"Q;5568"4C";"JODH41CD"C0"H/;55"15"2C760D68"
CPU6H4"15"K04;P/6V"1D"T31H3"H;56"14"15"0Q8;468"1D"Q/;H6V"C0"1KKO4;P/6"1D"T31H3"H;56";"/CH;/"HCQL"C
H06;468";D8"0Q834631H3"3;5"DC"6JJ6H4"CD"436"Q;5568"CPU6GH4S"@315"15"865H0 1PB8PLEY IKE06"864;1/'1D"

Parameters and Return Values [CSJ]S

5. General guidance for Python

5.1 Top avoidance mechanisms

H3"70/D60;P1/14L"/15468"1D"H/;056"Z"Q0C71865";"564"CJ"T;L5"43;4"43P & VO S8GBICIOHK'H [2;468S"

~| Deleted: [ See T¢

plate] [Thoughts wel d as to what
could be provided here. Possibly an opportunity for the
language community to address issues that do not correlate to
the guidance of section 6. For languages that provide non-
mandatory tools, how those tools can be used to provide

9;DL"CJ"436"K1412;41CD5"D8",7C18;DHE"KEH3;D15K5"06"HCKKCDS"@315"50PH/;056"Q0C71865"436"KC} efective mitigation of vulnerabilities described in the
6JJ6H4176";D8"436"KC54"HCKKCD"K1412;41CD5V"4C264360"T143"06J606DH65"4C"T31H3"70/D60;P1/141 6L following sections]

06J606DH65";06"3LQBAUC"Q0C7186"436"06;860"T143"6;5L";HH655"4C"43C56"70/D60;P1/14165"JC0"0;41CD;/6"

JO04360"6\Q/C0;41CDS"@36"K1412;41CD5"Q0C71868"3606";06"1D";88141CD"4C"436"CH8F1Q06G1863"1D"@A",

@36"6\Q6H4;41CD"15"43;4"05605"CJ"4315"8 GHEOIEQDADT 158", "HC81D2"54;D8;08"P;568"CD"4315"8CHOK6D4"

43;4"15"4;1/C068361015['6D710CDKBED4

Number | Recommended avoidance mechanism References
+ :C"DC4"056"J/C;#202D4";0143K641H"THIBUEDG0"PCC/6;D5" | "
TCO/8"50JJ1H6

)" e56"CJ"6DOK60;41CD'0865"H;06J0/";446D41CD"4C"06;8;F " - | Formatted:"<=/8):2 "J5B+5.03+-.0"1!@K82"()*+ ",-.+/0™1
Q60JCOK;DH6V";D8"5;J64LS"@3606";06"K;DL"HCKQ/6\V"H (:2'345¥6()*4570"6457 +2<=">9::+ 8=/"598>+/457
T;L5"4C"51K0/;46"6DOK5"1D"NL43CD"q"W'DOK5"JCO"NL4
06H1Q6XXr;D8"K;DL"51KQ/6"T;L5"1DH/081D2"436"056"C|

HC/C05"s"tl068IV"I2066DIV"IP/O6lu
1J068""1D"HC/C05<"Q01D4WI7;/18"HC/COIX
16";T;06"43;4"436"46H3D1]06"53CTD";PC76V";5"T143";/
C4360"T;L5"4C"51K0/;46"6DOK5V"15"DC4"5;J6"51DH6
H;D"P6"PCOD8"4C";DC4360"CPU6H4";4";DL"41K6S"
6DJODH41CD5"06400D"600C0"7;/065800{E@BH 0867 /065" P6JC06"
QOCH6551D2";DL"C4360"0640@D68"8;4;

9" 'D5006"43;4"T36D"6\;K1D1D2"HC86"43;4"LCO"4;[6"1D4C";| Z - | Formatted:"J5B+5.08+-.0"1!@K82"()*+ " -.+/0"™1"(.2"345+
43;4","7,01:P/6"H;D"P6"PCOD8"WC0"06PCOD8X"4C":DC43 6(7457076457:#BMIBL("+ ">+.N+453).45)5B",64)57+0.2
5,K6"C0"81JJ606D4"4LQ6X";4",DL"41K6S - :riiii)e;::swg;;i:i;:ss 508>+/6 J

"B .7C18"1KQ/1H14"06J606 DME54C/Q65"J0CK" " T1431D"JODH41(

K;[6"HC86"H/6;060S"#D"C0860"4C"0Q8;46"2/CP;/5"T1431D";"J
H/;55V"Q/;H6"436"2/CP;/"54;46K6D4";4"436"P621DD1D2"CJ"43
86J1D141CD";D8"/154"436"7;01;P/65"5C"14"15"H/6;060"4C"43¢
7,01;P/65";06CH;/";D8"T31H3";06"2/CP;/"WJC0"6\;KQ/6V"2/CF5/
h e56"CD/L"5Q;H65"C0"4;P5V"DC41PB&BM"4C"86K;0["HCD40C/"| ' - { Formatted:"?=5.0<="A=:BX57:46D ]
16760"056"JCABE8"H3;0;H4605"JC0"1D86D4;41CD E::;‘lftﬂted:"'()*+ "A+-=/+0"1"(.2",-.+/0™1"(.2"345+6()*4570" }
{ Deleted: 9 }
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€56"NL43CDN5"PIMI'BICHOK6D4;41CD"W50H3";5"8CH5401D24
1DJIK;41CD";PCO4";"H/;55""K643C8"P6JC06"1D360141D2"J0

'14360";7C18"/C21H"43;4"86Q6D85"CD"PL46"C0860"C0"056"4f "

5L5SPL46C0860"7;01;P/6";D8"T0146"436"/C21H"4C";HHCODA4]
860Q6D86D4"CD"145"7;/06"WI/144/61"C0"IP12IXS

| Formatted:"()*+ "-.+/0"1"(.2"34546()*4570"6457:+7BM96.
6()*+ ">+.N++5'3).45)5B",64)5".+O.2BMIEB()*+ ">+.N++5
|64)5".+0")5B"598>+/6

- | Formatted:"?=5.0$3(.2"<=."A=:B

Y F36D"/;,0DH31D2"Q;046B[5"8CD"4"0;156™;"i;56\H6Q41CD"50H  Formate 99(2'< ]
"H://:P/6"1D"436" _O4006"H/:55

7 :C"DC4"86Q6D8"CD"436"T.L"NL43CD"K.L"C0O"K;L"DC4"CQ41K] " Deleted: +* ]
06J606DH65"JC0O"5K://"1D46260":D8"5401D2"CPUBH45"P6H;O
JC0"6D710CDK6D45"C0"676D"ICO"URE5E6516D 710CDKSDA

-L*"' i6";T;06"CJ"53C8410H0141D2"P63;71C0O0"T36D"6\Q06551CD5"T143 " {r leted: Y
:06"0568"CD"436"01234"5186"CJ";"iCC/6;D"G5QBEB5R TN 436"J1054"
6\Q06551CD"67;/0:46544G"1D"; D";D8"6\Q06551CDV"436D"436"06K
6\Q065516W' L DH/O81D2"JODH41CD5"H://5V"T1/"DCA"P6"67;/0:468

- :C'DC4"056"J/C AAD2D4":0143K641H"T36D"1D462605"CO"PCC/6: D5 " [ Deleted: +7 (%%
50JJM506HL//L"JCO"HCODA605"55CH1;468"T143"Q0C20;K"J/ICT | Deleted: ]
HCD40C/"7;01;P/65S

i)_'" $:D141°6V"60;56"C0"6DHOLQ4"8;4;"43;4"T1//"P6"7151P/6"4C"C43604 " . {l‘ leted: )+ J
JOGGS"KGKGLV"[K);D5KIAB¥QSXS Ci t [Officel]: This is a section 7 rule?

Yes, but this section will cover sections 6 and 7. One we pull up rules
from clause 7, we will need to triage."

" o { Formatted:"<=/8): }
6. Specific Guidance for Python

6.1 General

@315"H/;,056"HCD4;1D5"5Q6H1J1H";871H6"JCO"NL43CD";PCO4"436"QC551P/6"Q0656 DHE"CJ"70/(D60;P1/ Formatted:'<=/9) )

@AB==)>+V";D8"Q0C71865"5Q6H1J1H"2018;DH6"CD"3CT"4C"; BCIB' 38R @B E'56H41CD"BEEC85" @A
H/;056"Z2"1D"43;4"436"70/D60;P1/14L"b@LQ6"$L546K"g#hIrc"15"JCODS*AD; B8 )NLAFA M36H 1I1H"2018;DH6E'
15"JCOD8"1D"H/;056"ZS)";D8"50PH/;0565"1D"4315"@AS"

6.2 Type System [IHN]

{ Deleted: E.3 }

6.2,1 Applicability to language

Comment [SGM2]: A6GHCKK6D8;41CD"JOCK"I1H["(C23/;D<"
- the section on typing should discuss the official introduction of
gradual typing, and the availability of static type checkers such

NL43CD";P540;H45";//"8;4;";5"CPU6H45";D8"6760L"CPU6H4"3;5";"4LQ6"W1D";88141CD"4C";D"186D414I:"i\; as mypy and pytype (see PEP 484 and 526)
4C"NL43CDV"T01446D"1D"C4360"/;D20;265V"H;D"86J1D6"D6T"4LQ65S

"HSYRH'()* +,4-"1"01234B5560768

{ Deleted: E.3 }

{ Deleted: 9 }



NL43CD"15"/5C";"540CD2/L"4LQ68"/'D2O'PFEDDCA4"Q60JCHKATQD5"CD";D"CPUBH4"43;4";,06"DC4"7;/18"JC0"43;4
4LQ6S"NL43CDN5"8LD;K1H"4LQ1D2"15";"[6L"J6;4006"86512D68"4C"QOCKC46"QC/LKCOQ315K"4C"Q0C7186" /6!
:5Q6H4"CJ"8LD;K1H"4LQ1D2"15";"7;01;P/6"8C65"DCA"K;1D4;1D"; DL 414364 1 TITN{GITTS" 36/8"PL"436"
CPU6H4"43;4"436"7;01;P/6"06J606DH65"4";"5Q6H1I1H"41K6S"."NL43CD"Q0C20;K"15"J066"4C";5512D"WP1D8X’
WO06P1D8XV";DL"7;01;P/6"4C";DL"4LQ6"CJ"CPUBHA4";4";DL"41K6S

R;01;P/65",06"H06;468"T36D"436L";06"J1054";,5512D686p.2,/@6We of Clear Names [NAI]"'JCHKKC06"CD"4315"
50PU6H4XS™R;01;P/65";06"26D601H"1D"43;4"436L"8C"DC4"3;76";"4LQ6V"436L"51KQ/L"068648BEH6" CPUGHA45"T
CPUG6H4"5"4L.Q6"1DJCOK;41CDS"R;01;P/65"1D";D"6\Q06551CD";06"06Q/;H68"T143"436"CPU6H4"436L"06J606 D
6\Q06551CD"15"67;/0;468"43606JC06";"7;01;P/6"KO54"P6"6\Q/1H14/L";5512D68"P6JC06"P61D2"063606 DH68"C4.
41K6"6\H6Q41CD"15"0;1568<

a=1
if a == 1 : print(b) # error - b is not defined

F36D"/1D6"+";PC76"15"1D460Q06468"; D"CPU6H4 ¢ 1806;468"4C"3C/8"436'17;BB6436"7;01;P615"
HO06,;468";D8"/1D[68"4C"43;4"CPU6H4S"@36"56HCD8"/1D6"1//0540;465"3CT 7 BEIENIB 431558, 56X " 15"
06J606DH68"P6JC06"P61D2",5512D68"4C";D"CPUGH4S

a=1
b =a
a = 'x'

print(a,b)#=> x 1

R;01;P/65"H;D"53;06"06J606DH65"; 5" 1PC765512D68"4C"436"5;K6"CPUSH@BI'5"15" [DCTD";5";"53;068"
06J606DH6S"1#81/;460"06;5582BC";DC4360"CPUGH4"W;5"1D"/1 D8 T /PRAIBKNG";5512D68"4C"436"1D141;/"CPUGH-
43;44'T;5",5512D68"4C"T36B3;068"436"06J606 DH6V"1D"4315CG0886]O;/"4C"+S

@36"50PU6H4"CJ"53;068"06J606DH65"06]01065"Q;041HO/;0"H;06"SIHHHEOBAD B G HBE ,00658)/86" 1D
CPU6H4"H3;D268%#66"CPU6H4"H3;D265";06";//CT68"CD/L"JCA@3DARR/a80.P/6 X"CPUEH45S"" |OK601H"
CPU6H45";D8"5401D25";,06"1KKO4;P/6"WOD;/460;P/6XS"f1545";D8"81H41CD;0165";06"KO4;P/6"T31H3";,JJ6H45"
06J606DH65"CQ60;46";5"P6/CT<

a=[1,2,3]

b =a

a[0] =7

print(a) # [7, 2, 3]
print(b) # [7, 2, 3]

#D"436"6\;KQ/6";PCEBND8'H'"3;76","53;068"06J606 DH6"4C"436"5;K6"/154"CPUGH4"5C";"H3;D26"4C"43;4"/154"CPUE
;JJ6H45"PC43"06J606DH65S"#J"436"53;668J068BE5 A" DC4 " T6//"OD86054CC8"4361413,D26'@85"
OD6\Q6H468"0650/45S

.04CK;41H"HCD76051CD"CHHO05"CD/L"JC0"DOK601H"4LQ65"CJ"CPU6H45S""NL43CD"HCD76045"WHC60H65;
0Q"4C"436"KC54"HCKQ/6\"4LQ6"T36D6760"81JJ606D4"DOKGDEB"#DQB56\D06551CDS"_C0"6\;KQ/6<

a=1

b=2.0 /| Deleted: 9
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c= a + b; print(c) #=> 3.0

#D"436"6\;KQ/6";PC76V"436"1RABREICD760468"0Q"4C"J/C;4 14ER QKB DXV 6JC06"436"CQ60;41CD"15"
Q60JCOK68S"@36"CPU6H4"06J60UGBMACARLI6HAGE)L"43BD460K681,46"7;/065"0568"4C"065C/76"436"
6\Q06551CD";06"HCD760468S"#J"436"Q0C20;KK60"8C65"DC4"06;/1'6"4315"HCD76051CD"4;[65" Q%6636 "K;L"
;D"1D46260";,D8"056"14";HHC081D2/L"T31H3"HCO/8"/6,8"4C"OD6\Q6H468"0650/45S

.0O4CK;41H"HCD76051CD",(3@5'0H6ED";D"1D46260"P6HCK65"4CC"/;026"4C"J14"T1431D"436"HCD540;1D45"CJ"
1D46260"5Q6H1J168"1D"436"/;D20;26"W4LQ1H;//L"(X"0568"4C"H06;46"436"NL43CD"1D460Q06460S"F36D";D'
4CC"/;026"4C"J14"1D4C"43;4"0;D26"14"15"HCD76046 806 D5OONKD46260"CJ";0P140;0L"/6D243S

\Q/1H14"HCD76051CD"K643C85"H;D";/5C"P6"0568"4C"6\Q/1H14/L"HCD7604"P64T66D"4LQ65"43C023"4315"1
51DH6"NL43CD"T1//";04CK;41H;//L"HCD7604",5"06]01068S""\;KQ/65"1DH/O86<

= int(1.6666) # a converted to 1

= float(l) # b converted to 1.0

= int('10') # c integer 10 created from a string

str(10) # d string 'l0' created from an integer
'x') # e integer assigned integer value 120

H O Q Q O o
Il

(
= ord(
(

= chr(121) # f assigned the string 'y'

:LD;K1H"4LQ1D2"15")§B4006"CJ"NL43CD"T31H3"QOCKC465"QC/LKC0Q315K"JC0")/6\1P1/14LS"$401H4"4LQ1
3CT6760V"P6"1KQC568<

a = 'abc' # a refers to a string object
if isinstance(a, str): print('a type is string')

e51D2"HC86"4C"6\Q/1H14/L"H36H["436"4LQ6"CJ";D"CPRIGHC CRY2EBCO2INL43CD"51DH6"14"86J6;45"436"P6 D!
43;4"8LD;K1H"4LQ1D2"QOEH &85 /14L " T31H3";,//CT5"JODH41CD5"4C"QC46D41;//L"CQ60;46"HCO06H4/L"T143'
KC06"43;D"CD6"4LQ6S

6.2.2 Guidance to language users | .| Deleted: E:3

o e56"54;41H"4LQ6"H36H[605"bPH3 DB pytype"4C"8646H4"4LQ1D2"600C05

o/ N;L"5Q6H1;/";,446D41CD"4C"155065"CJ"K;2D14086";D8"Q06H151CD"T36D"051D2"K1\68"4LQ6"6\Q065!

ol i6";T;06"CJ"436"HCD56]06DH65"CJ"53;068"06I606DH6E5v

ol i6"T;06"CJ"436"HCD76051CD"JOCK"51KQ/6"4C"HCKQ/6\v";D8

ol :C"DC4"H36HPIEQEH1I1H"4LQ65"CI"CPU6H45"0D/655"43606"15"2CC8"U0541J1H;41CDV"JC0"6\;KQ/€
6\46D51CD"43;4"06]01065";"5Q6H1J1H"4LQ6S

6.3 Bit Representations [STR] . Deleted: 4
6.3,1 Applicability to language .| Deteted: E4

NL43CD"Q0C71865"36\;86H1K;/V"CH4;/";D8"PHAIIMDMA1EDSSHCD76045"4C" G4k AC "36\;86H1K;/";D8"
bin"4C"P1D;0L<

[ Deleted: 9
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print (oct (256)) # 00400
print (hex (256)) # 0x100
print (bin(256)) # 0b100000000

@36"DC4;41CD5"53CTD";5"HCKK6D45";PC76";06";/5C"7;/18"T;L5"4C"5Q6H1IL"CH4;/V"36\";DAP1IONCL"7;/065"06

print (00400) # => 256
a=0x100+1; print(a)# => 257

@36"POAEA'nt"JODH41CD"H;D"P6"0568"4C"HCD7604"5401D25"4C"DOKP605";D8"CQ41CD;//L"5Q6H1JL";DL"DOI
int ('256') # the integer 256 in the default base 10
int ('400', 8) # => 256
int('100', 1 # => 256
('24', 5) => 14

)
6)
int #
NL43CD"54C065"1D462605"43;4";,06"P6LCD8"436"1KQ/6K6D4;41CD"5"/;02654"1D46260"51°6";5";D"1D460D;/";0P:
43;4"Q0C20;KK605";06"CD/L"/1K1468"PL"Q60JCOK;DH6"HCDH60D5"T36D"760L"/;026"1D462605";06"0568"W;D8"
T36D"6\406K6/L"/;026"DOKP605";06"0568XS"_C0U"6\;KQ/6<

a=2**100 # => 1267650600228229401496703205376

NL43CD"406;45"QC514176"1D462605";5"P61D2"1DJ1D146/L"Q;8868"CD"436"/6J4"T143"60C65";D8"D62;4176"DC
HCKQ/6K6D4"DC4;41CDX"T143"+/5"CD"436'36841D3BMD4T156"CQ60;41CD5<

a<<b # a shifted left b bits
a>>b # a shifted right b bits

@3606"15"DC"C760J/CT"H36H["JC0"531J41D2"/6J4"C0"01234"5C";"Q0C20;K"6\Q6H41D2";D"6\H6Q41CD"4C"3;/4"
OD6\Q6H468/L"HCD41D06"/6;81D2"4C"OD6\Q6H468"0650/45S

6.3,2 Guidance to language users .| Deleted: E.4

o/ W66Q"1D"K1D8"43;4"051D2";"760L"/;026"1D46260"T1//"3;76";"D62;4176"6JJ6H4"CD"Q60JCOK;DH6V";D8
o/ :CDI4"056"P14"CQ60;41CD5"4C"51K0/;46"K0/41Q/1H;41CD";D8"817151CDS

6.4 Floating-point Arithmetic [PLF] | Deleted: E.
Deleted: 5
6.4,1 Applicability to language .| Deleted: E5

NL43CD"50QQC045" HpATN*;0143K641HS"f1460;/5";06"6\Q065568"T143";"86H1K;/"QC1D4",BEE.";D"CQ41CD;/

1., 1.0, .1, 1.e0

@3606"15"DC"T;L"4C"86460K1D6"436"Q06H151CD"CJ"436"1KQ/6K6D4;41CD"JOCK"T1431D";"NL43CD"Q0C20;K¢
436"(NL43CD"1KQ/6K6D4;41CDV"1475"1KQ/6K6D468";5";"("8COP/6"T31H3"15";QQOC\1K;46/1™,9"P145"CJ"QO6H1!

[ Deleted: 9
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6.4.2 Guidance to language users | {Deleted: £

ol e56"J/C;4183C1D4",0143K641H"CD/L"T36D";P5C/046/L"D66868V

o/ :C"DC4"056"J/C;42D2D4";0143K641H"T36D"1D46266ETCOE/'50JIJ1H6V

ol i6";T;06"43;4"Q06H151CD"15"/C54"JCO"5CK6"06 ADOKPHISAMZ 1D4"15";,D";QQOC\1K;41CD"T143"
/1K1468"Q06H151CD"JC0"5CK6"DOKP605XV

ol i6"T;06"43;4"0650/45"T1//"'J06]06D4/L"7;0L"5/1234/L"PL"1K QVEBGEDA #18Dion of Inherently ’
Unsafe Operations [SKL]"JCO"KCO06"CD"4315"5@PD®&H4 X

o/ @6541D2"J)/C;RMIDA4"DOKP605"IJCO"6]EQEHMWIA"JCO"/CCQ5X"H;D"/6;8"4C"OD6\Q6H468"0650/45S"#LC
1J"J/C;4¥Q21D4"DOKP605";06"D66868"JC0"/CCQ"HEMABEMIIAD;015CDH/655" 14 'H;D"P6"53CTD"
43;4"436"/C21H"1KQ/6K6D468"PL"436"6]0;/14L"4654"H;DDC4"P6";JJ6H468"PL"Q81C0"0CODB1D2"600C

6.5 Enumerator Issues [CCB] .| Deleted: E:6
6.5,1 Applicability to language ; Comment [SGM3]: _OCK"I1H["(C23/;D" W)y +X"

- the section on enumerations should discuss the standard

library's

NL43CD"3'5"'§ﬁi'umerate"PO1ﬂD"4LQ6"PO4"l4"15"DC4"'4"'//"06/'468"4C"436"lKQ/GK6D4'41CD"CJ"6DO“K6 enum module (added in Python 3.4, available for 2.7 on PyPI

86J1D68"1D"C4360"/;D20;265"T3606"HCD54;D45";,06";5512D68"4C"5L K BEMKSCAT6D"43,4'®56J0/" :)S Tntu:&:s)s
elete

QO0C20;KK1D2"8671H6";D8"43;4"43606"15"DC"6DOK60;41CD"HCD5400H4"1D"NL43CDV"K;DL"Q0C20;KK6 o
1KQ/6K6D4"43610"CTD"b6DOKCc"CPUBH45"C0"4LQ65"051D2";"T186"7;0164L"CJ"K643C85"1DH/O081D2"436"HC
H/;5565V"/1545V",D&8BMREMCD;0165S5"%D6"51KQ/6"K643C8"15"4C"51KQ/L";5512D";"/154"CJ"D;K65"4C"1D4626(

Red, Green, Blue = range (3)
print (Red, Green, Blue) # => 0 1 2

(C86"H;D"436D"06J606DH6"43656"b6DOKC"7;/065",5"436L"TCO/8"1D"C4360"/;D20;265"T31H3"3;76"D;4176"50
6DOK60;41CD<

a =1
if a == Green: print ("a=Green")# => a=Green

@3606";06"815;87;D4,265"4C"436";QQ0C;H3";PC76"43C023"51DH6";DL"CJ"436"h6DOKCc"7;01;P/65"HCO/8"P6":
7,/065",4";DL"41K6"43606PL"OD8C1D2"43610"1D46D868"0C/6";5"bQ5608Cc'¢1K DE4; IABEIK@B 66T 1CD5"
;D8";,041H/65"43;4"1//0540;46"C4360V"5;J60"T;L5"4C"51K0/;46"6DOK60;41CD"T31H3";06"P6LCD8"436"5HCQ6'

6.5,2 Guidance to language users | [ Deleted: £

e56"CJ"6DOK60;41CD"06]01065"H;06J0/";,446D41CD"4C"06;8;P1/14LV"Q60US & IBA6\/OCH& RI"HCKQ/6\V"
PO4"056J0/"T;L5"4C"51K0/;46"6DOK5" 1D DE3K M5 1KQ/6"T;L5"1DH/081D2"436"056"CJ"5645<

colors = {'red', 'green', 'blue'}
if "red" in colors: print('valid color')

'16",T;06"43;4"436"46H3Da16BCTD";PC76V";5"T143";/KC54";//"C4360"T;L5"4C"51K0/;46"6DOK5V"15"DC4"5;J6"5!
7;01;P/6"H;D"P6"PCOD8"4C";DC4360"CPUGH4™4";DL"41K6S

[ Deleted: 9

"HSYSH'()* +,4- "/1"01234BE560768 11




6.6 Conversion Errors [FLC] Comment [SM4]: F6"06KC768"blOK601HC"JOCK"bIOK601H"
% (CD76051CD"00C0C";D8";06"26D6@3F 1580655 "N/6;56"40L"4
6D5006"43;4"NL43CD"ZSZ"15"1D"5LDHS

[ Deleted: E.7

6.6,1 Applicability to language

Deleted: Numeric

NL43CD"HCD76045"DOKP605"4C";"HCKI6O006LQB0BCOK 1D2";DL";,0143K641H"CQ60;41CD5S" @36"HCKKCD porated: £.7 %
HC60H68"051D2"436"JC//CT1D2"00/65";5"86J1D68" 1 BA4CHBEBBHIBIML 43CDSC028.06/6;568+SBEO6I&06J,{ ¢ [SMS]: NO4"1D"P1P/1C20,Q3L", DS 08J606DHGS |

#J"614360";KBD4"15";"HCKQ/6\"DOKP60V"436"C4360"15"HCD760468"4C"436"HCKQ/6\"4LQ6V
C4360T156V"1J"614360";020K6D4"15";"J/C;41D2"QC1D4"DOKP60V"436"C4360"15"HCD760468"4C"J/C;41D2"
C4360T156V"1J"614360";,020K6D4"15";"/CD2"1D46260V"436"C4360"15"HAI760468"4C"/CD2"1D4626
C4360T156V"PC43"K054"P6"Q/;1D"1D462605";D8"DC"HCD76051CD"15"D6H655;0LS
#D462605"1D"436"NL43CD"/;D20;26";06"CJ";"/6D243"PCOD868"CD/L"PL"436";KCOD4"CJ"K6KCOL"1D"436"K;H31
;06"54C068"1D";D"1D460D;/"JCOK;4"43;4"3;5";5460"Q60JCOK; DHEBB6I5 4686/B0'43;D"436"/;02654"1D46260"
50QQC0468"PL"436"1KQ/6K6D4;41CD"/;D20;26";08"Q/;4JCOKS

#KQ/1H14"C0"6\Q/1H14"HCD76051CD"J/C;41D2"QC1D4"4C"1D46260V"1KQ/IHIAIOBEAI EQKH TN 051D 2"436'
4LQ1H;//L"H;056";"/C55"CJ"Q06H151CD<

a = 3.0; print(int(a))# => 3 (no loss of precision)

a 3.1415; print(int(a))# => 3 (precision lost)

NO06H151CD"H;D";/5C"P6"/C54"T36D"HCD76041D2"JOCK"760L"/;026"1D46260"4C"J/C;41D2"QC1D4S"fC5565"1D"(
JOCK"1D46260"4C"J/C;41D2"QC1D4"C0"MB6"2605¥,82600C05"PO4"H;D"/6;8"4C"OD6\Q6H468"0650/45"65Q6H1
T36D"J/C;41D2"QC1D4"DOKP605";06"0568"JC0"/CCQ"HCD40C/S

6.6,2 Guidance to language users .| Deleted: E7

o/ @3C023"43606"15"26D60;//L"DC"D668"4C"P6"HCDH60D68"T143";D"1D46260"2644 1 D2K4DCRH26"WOC//C
;T;06"43;4"1460;41D2"C0"Q60JCOK1D2";,0143K641H"T143"760L"/;026"QC514176"C0"5K;//"WD62;4176X"1D
Q60JCOK;DH6V";D8

o/ 6" T;06"CJ"436"QC46D41;/"HCD56]06DHE5"CJ"Q06H151CD"/C55"T36D"HCD76041D2"JOCK"J/C;41D2"QC

6.7 String Termination [CJM] .| Deleted: E8

@315"70/D60;P1/14L"15"DCA"RIGIEIPEAD1D25",06"1KKO4;P/6"CPU6H45"T3C56"/6D243"H;D"P6"©60168"T143'
1D"JODH41CD5"43606JC06"NL43CD"8C65"DC4"Q60K14";HH65565"Q;54"436"6D8V"C0"P621DD1D2V"CJ";"5401C

a = '12345"
b = a[5] #=> IndexError: string index out of range
6.8 Buffer Boundary Violation [HCB] .| Deleted: E9

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6 QK6 "NB4B{D43®ODO0DS8;0165"CJ";00;L5";D8"
0;1565";D"6\H6Q41CD"T36D";D";446KQ4"15"K;86"4C";HH655"P6LCD8";"PCOD8;0LS

/| Deleted: 9

12 PHSYRH () +,.-"/"012345"0656(

Ly -/'012345"0656( A



6.9, Unchecked Array Indexing [XYZ]

. { Deleted: E.10

@315"70/D60;P1/14L"15"DC4";,QQ/1H;P/6"4C"NLA3CD"P6H4QB6"NBSBHA3®®D0D8;0165"CJ";00;L5";D8"

0;1565";D"6\H6Q41CD"T36D";D";446KQ4"15"K;86"4C";HH655"P6LCD8";"PCOD8;0LS

6.10,Unchecked Array Copying [XYW]

{ Deleted: E.11

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H4QB6"NB4B[HI43®OD0D8;0165"CJ";00;L5";D8"

0;1565";D"6\H6Q41CD"T36D";D";446KQ4"15"K;86"4C";HH655"P6LCD8";"PCOD8;0LS

6.11 Pointer Type Conversions [HFC]

@315"70/D60;P1/14L"151BCR/6CIQ NLA3CD "P6H; 056"NL43CD"8C65"DC4"056"QC1D4605S

6.12 Pointer Arithmetic [RVG]

B { Deleted: E.12

{ Deleted: E.13

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;056"NL43CD"8C65"DC4"056"QC1D4605S

6.13 Null Pointer Dereference [XYH]

B { Deleted: E.14

@315"70/D60;P1/14L"15"DC4";,QQ/ABCRYE6E;NE66"NLA3CD "8C65"DC4"056"QC1D4605S

6.14 Dangling Reference to Heap [XYK]

{ Deleted: E.15

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;056"NL43CD"8C65"DC4"056"QC1D4605S""'$Q6H1.
D;K65Q;H65"4C";HH655"CPU6H45"43606JC06"T365"d8,0BH@I8Y";DL"06J606DHE"4C"14"H;0565";D"6\H6Q41C

P6"0;,1568S

6.15 Arithmetic Wrap-around Error [FIF]

6.15,1 Applicability to language

. { Deleted: E.16

{ Deleted: E.16

%Q60;41CD5"CD"1D462605"1D"NL43CD"H; D DD BDSEMIN5"P6H; 056"1D462605"3;76"DC"K;\1186&"51°6"C4

43;D"T3;4"436"K6KCOL"065CO0H65"CJ"436"5L546K"H;D";HHCKKCS8,;46S

ICOK;//L"4360verflowError'6\H6Q41CD"15"0;1568"JC0"J/C;41D24pCUDBBBOQC05"'PO4V"JCO"

1KQ/6K6D4;41CD5"CJ"NL43CD"T01446D"1D"(V"6\H6Q41CD"3;D8/1D2"JC0"J/C;41D2"QE1ExDBQ8%EICD5 "H; D
H;4H3"4315"4LQ6"CJ"600C0"P6H;056"436L";,06"DC4"54;D8;081°68"1D"436"0OD860/L1D2"("/;D20;26S"i6H;056"C

JIC;41D2"QC1D4"CQ60;41CD5"H;DDC4"P6"86Q6D868"CD"4C"0;156"4315"6\H6Q41CDS

6.15,2 Guidance to language users |

. { Deleted: E.16

ol i6"HC2D1";D4"43;494C0143K641H";D8"P14"K;D1Q0/;41CD"CQ60; ADAREI5"BCIB'436"QC46D41;/"'JCO"

0OD8646H468"T§QOD8"600C05S

ol .7C18"051D2"J/C;41D2"QC1D4"C0"86H1K;/"7;01;P/65"JCO"/CCQ"HCD40C/"PO4"1J"LCO"KO54"056"436
PCOD8"436"/CCQ"5400H40065"56\:B88 436K ;\1KOK"C0"K1D1KOK"QC551P/6"7;/065"JC0"436"/CCQ"

HCD40C/"7;01;P/65S
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@654"436"1KQ/6K6D4;41CD"43;4"LCO";06"051D2"4C"566"1J"6\H6Q41CD5";06"0;1568"JC0"J/C;41D2"QC1
;D8"1J"436L",06"436D"056"6\H6Q41CD"3;D8/1D2"4C"H;4H3"; BOHDE EIWNN5S

6.16,Using Shift Operations for Multiplication and Division [PIK] { Deleted: .17 )

©@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"N L%IBB"BGH‘,’EBGH[AJCO"C760J/CTS"#D";881410D"43606"15"D{ Deleted: 6.16E.17.1 Applicability to language . ]
QO;H41H;/"T;L"4C"C7600/QD46260"51DH6"1D462605"3;76"OD/1K1468"Q06H151CDS

>>> print (-1<<100) #=> -1267650600228229401496703205376
>>> print (1<<100) #=> 1267650600228229401496703205376

6.17 Choice of Clear Names [NAI]

{ Formatted:"?/+5*D J

[ Deleted: 6.17E.18 Sign Extension Error [XZI]

) [ Deleted: 8

[ peleted: E.19 )

.17,1 Applicability to language

NL43CD"Q0C71865"760L"/1P60;/"D;K1D2"00/65< |

1;K65"K;L"P6"CJ";DL"/6D243";D8"HCD5154"CJ"/644605V"DOK60;/5V"; BEDOSB6053(C0E8605"1D";"
D;K6";06"512D1JlI‘-1(D¥ES43;4"OD/l[6"5CK6"C4360"/;DZO;265"T3606"CD/h"lZ|BB<B’HOB@'J"H3;O;H4605"";
1D"'"D'K6"'06“512D1J1rHIH&\D"H4605"1D"'"NL43CD"D'K6"'O6"512D1J1H'D4S"@315"6/1K1D'465""'HCK
5CO0H6"CJ"D;K6";KP12G3864"D;K65",06"186D41H;/'0Q"4C"436"512D1J1H;D4"/6D243";D8"7;0L" J460T
T31H3"6JJ6H4176/L"K;[65";//"'50H3"D;K65";"06J606DH6"4C"CD6"HCKKCD"7;01;P/6S
/I"D;K65"K054"54;04"T143";D"OD8605HC06"C0";"/64460v";D8"
1;K65",06"H;56"56D514176V"JCO"6\IK@QANVALPHAV";D&'1pha"06"6;H3"OD1]06"D; KGSS"F31/6"4315"15'
,"J6,4OOG"CJ"436"/,D20,26"43,4"QOC71865"JCO"KCOG"J/6\1P1/14L"1D"D,KlD2V“14"15",/5C"H,D"PG",'fS
QO0C20;KK60"600C05"T36D"51K1/;0"D;K65";06"0568"T31H3"81JJ60"CD/L"1D"H; 66V aJTEDBORQ/6V" :

i | ascii("Confused")

Comment [SGM61]: 'K;1/"JOCK"I1H["(C23/;D"W)*23)+X
- the section on ambiguous naming needs to be updated to
account for

full Unicode identifier support in Python 3:

Confused = True
Confused = False
Confused == Confused
False

"Confused"
'Confused'

ascii("Confused")
"\\u0421onfused"

alpha$8 | "Confused"
@36"JC//ICT1D2"D;K1D2"HCD76D41CD5";06"DC4"Q;04"CJ"436"54;D8;08"P0O4";06"1D"HCKKCD"056< | Deleted: 8 ]
Deleted: E.19
o/ (/;55"D;K65"54;04"T143";D"0OQQ60"H;56"/64460V";/["C4360"7;01;P/65V"JODH41CD5V";D8"KC80/65";06 1D J

H;56V

1;K65"54;041D2"T143";"51D2/6"0OD860306@WA" TH0968"PL"48606m module import *
54;46K6D44315"DC4"Q;04"CJ"436"54;D8;08"PO4"KC54"1KQ/6K6D4;41CD5"6DJCOH6"14v";D8
1;K65"54;041D2";D8"6D81D2"T143"4TC"OD8605K B 51\WAEB6J1D68"D; K65S
1;K65"54;041D2"T143V"P0O4"DC4"6D81D2"T143V"4TC"OIBE805C086106/;55"86J1D141CD
NL43CD"Q0C71865";"7;0164L"CJ"T;L5"4C"Q;H[;26"D;K65"1D4C"D;K65Q;H65"5C"43;4"D;K6"H/;5365"H; D"P¢
;7C1868<
1;K65";06"5HCQ68"4C"JODH41CD5V"H/;5565V";D8"KC80/65"K6;D1D2"43606"15"DCOK;//L"DC"HC//151CD"
041/1°68"1D"CapBQ65";D8"71H6"7605;v";D8
1;K65"1D"KC80/65"W;"J1/6"HCD4;1D1D2"CD6"C0"KC06"NL43CD"54;46K6D45X";06"/CH;/"4C"436"KC80/6";
06J606DH68"051D2"]|0;/1J1K @SB, " JODH42TD"KC804815"06J606 DH68";5XS" @3COA3,/"
4C"436"KC80/6V";"KC&IBK65"H;D"P6V";D8"0C0O41D6/L";06V"HCQ168"1D4C";DC4360"DKH5Q;HE"T143";
module import 54;46K6D4S

NL43CD"5"D;K1D2"00/65",06"J/6\1P/6"PL"86512D"P0O4";06";/5C"505H6Q41P/6"4C";"7,0164L"CJ"OD1D46D41CD;/

/| Deleted: 9
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o! |;K65";06"D6760"86H/;068"P0O4"436LREDEH12D68"7;/065"P6JC06"436L";06"06J606DHE8S"@315"K6;D5'
5CK6"600C05"T1//"D6760"P6"6\QC568"0OD41/'00D41K6"T36D"436"056"CJ";D"0OD;5512D68"7;01;P/6"T1,
6\H6Q41CD"W586hitialization of Variables [LAVIXS ’

o/ |;K65"H;D"P6"0OD1]06"PO4"K;L"/CC["'51K1/;,0"4C"C4360"D;K65V" @16y KOFGN . pbhaV" x";D8"
_xV'beta "“D8" beta 'T31H3"HCO/8"/6;8"4C"436"056"CJ"436"TOCDORIBODH/6E DCA"8646H4"
4315"QOCP/6K";4"HCHQK B

NL43CD"041/1°65"8LD;K1H"4LQ1D2"T143"4LQ65"86460K1D68";4"00D41K6S"@3606";,06"DC"4LQ6"C0"7;01;P/€
;D"CPU6H4"VT31H3"H;D"/6;8"4C"50P4/6";D8"QC46D41;//L"H;4;540CQ31H"600C05<

x =1

# lots of code..

if some rare but important case:
X =10

#D"436"HC86";PC76"436"Q0C20;KK60"1D46D868"4C"56 4NAMICHE(DIA;26)546;8"H06;468";Lp6Ar case"x
4Cr0'5C"43BWwer case"x"06K;1D5"ODH3;D268S"NL43CD"T1//"DC4"8646H4";"QOCP/6K"P6H;05854360&"15"DC"Q(
5665"436"0QQ60"H;5612DK6D4";5";"/62141K;46"T;L"4C"PedD2PU6H4"1D4C"6\1546 DH6S"#4"HCO/8"P6";02068
NL43CD"HCO/8"54;41H;//L"8648H18"B&A60"06J606DH68";D8"43606JC06"1D81H;46"436";5512DK6D4"15"80P1C
43606";06";/5C"H;5&806";"8LD;K1H;//L"86J1D68"JODH41CD"86J1D68"8CTD5406;K"HCO/8"/62141K546/L"06J60t
"globalS

6.17,2 Guidance to language users | ( Deleted: 8

{ Deleted: E.19

o/ _C0"KC06"2018;DH6"CD"NL43CD"5"D;K1D2"HCD76D41CD5V"06J60"4C"NL43CD"$4L/6"GO1865"HCD4
3440<&&TTTSQL43CDSC02&867&XEBRQ6Q

ol .7C18"D;K65"43;4"81JJ60"CD/L"PL"H;56"OD/655"D6H655;0L"4C"436"/C21H"CJ"436"05;26V

I .83606"4C"NL43CD"5"D;K1D2"HCD76D41CD5v

o/ :C"DC4"056"C760/L"/CD2"D;K65v

ol e56"D;K65"43;4";,06"DEIMK1/;0"W65Q6H1;//L"1D"436"056"CJ"'0QQ60";D8"/CT60"H;56X"4C"C4360"D;K65v

o/ e56"K6;D1D2JO/"D;K65v";D8

o/ e56"D;K65"43;4",06"H/6;0";,D8"7150;//L"OD;KP120C05"P6H;056"436"HCKQ1/60"H;DDC4";55154"1D"86:
D;K65"43;4",QQ6;0"51K1/;,0"P0O4";06"813J606D4S

6.18 Dead Store [WXQ] | Deleted: 9
{ Deleted: E.20
6.18,1 Applicability to language Comment [SGM7]: 'K;1/"JOCK"I1H["(C23/;D"W)2)+X
| - the discussion of dead stores may want to mention
ResourceWarning

#4"15"QC551P/6"4C";5512D";"7;/06"4C";"7;01;P/6";D8"D6760"06J606DH6"43;4"7;01;P/6"T31H3"H;0565 ‘b8€ (which emits a warning when external resources are cleaned
1456/J"15"DC4"3;0KION"C4360"43;D"436"K6KCOL"43;4"14"T;5465V"PO4 4T 3GDENE"COBBBIDICO6S5" | | ob mplcily rather than explicily) and the tracemalloc module

(which allows resource warnings to report where the resource

436D"Q60JCOK;DH6"HCO/8"50JJ60"COV"1D";D"6\406K6"H;56V"436"Q0C20;K"HCO/8"3;/4"806"4C"/; H["Cj‘(K managing object

was allocated)

NL43CD"Q0C71865"436":P1/14L"4C"8LD:K1H://L"H06:46"7:01:P/65"T36D"436L";06"J1054";5512D68";"7;/06S Deleted: 9

:5512DK6D4" 1586 T;L"4C"P01D2";"7;01;P/6"1DAC"6\1546DH6S".//"7;/065"1D";"NL43CD"Q0C20;K":06"; HH6. Deleted: E.20
:"06J606DH6"T31H3"06J605"4C";"K6KCOL"/CH;41CD"T31H3"15" /TG sRKCRY EMIKWRE0V 540 1208 158"

[ Deleted: 9
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CIXS"."7;01;P/6"15"5;18"4C"P6"PCOD8"4A0rIBICRYEH45512D68"4C"43;4"CPUGH4S"."7,01;P/6"H;D"P6"06PCOD8"/
;DC4360"CPU6H4"T31H3"H;D"P6"CJ";DL"4LQ6S"_C0"6\;KQ/6<

a = 'alpha' # assignment to a string
a = 3.142 # rebinding to a float
a=Db= (1, 2, 3) # rebinding to a tuple
print(a) # => (1, 2, 3)
del a
print(b)# => (1, 2, 3)
print (a)# => NameError: name 'a' is not defined

@36"J1054"43066"54;46K6D45"53CT"8LD;K1H"P1D81D2"1D"; HAI' T BG@EB 4 C1;’5601D2V"436D"4C";"J/C;4V"
436D"4C";,DC4360"7;01;P/6"T31H3"1D"400D"15";5512D68",(40 Q16" R)"3,/@@6'1 '54;46K6D4"436D"ODP1D85"
436"7;01;P/80CK"436"40Q/6"CPU6H4"T31H3"6JJ6H4 1764 8616RPH5"WAG"43606"T606"DC"C4360"06J606DHE5"4C
436"40Q/6"CPU6H4"14"4CC"TCO/8"3;76"P66D"86/6468"P6H;056";D"CPU6H4"T M@&k64 0006 26WB 26165 15"
HC//6H41CD"WP04"15"DC4"D6H655;01/L";H40;//L"86/6468"1KK681;46/LXXS"i04"HDH325/HIBIE0EB6AB3;4"
436"40Q/6"CPU6H4"5C"436"40Q/6"15"DC4"86/6468S"@36"J1D;/"54;46K6D4",PC76"53CT5"43;4";D"6\H6Q41CD"1
ODPCOD8"T;P/6"15"06J606DH68S

@36"T;L"1D"T31H3"NL43CD"8LD;K1H;//L"P1D85";D8"06P1D85"7;01;P/65"15";"5CO0H6"CJ"5CK6"HCDJO51CD"4C
QOC20;KK605";D8"676D"6\Q6016DH68"Q0C20;KK605"T3C";06"0568"4C"54;41H"P1D81D2"T3606";"7;01;P/6"15"Q¢
PCOD8"4C";"51D2/6"K6KEOBICDS

@36"NL43CD"/;D20;26V"PL"86512DV";//CT5"JC0"8LD;K1H"P1D81D2";D8"06P1D81D2S"i6H;056"NL43CD"Q60JC(

;D;/L515";,D8"DC4";"56K;D41H";D;/L515"WT143"CD6"6\H6Q41CD"T3NH} " K& 6B6B5 DD 65" g]Efr { Deleted: ' S))S+"I;K65Q;H6"#55065"qiEfr

.QQ/1H;P1/14L"4C"/;D20;26X";D8"P6H;056"CJ"436"8LD;K1H"T;L"1D"T31H3"7;01;P/65";06"POC0O234"'1D4C";"Q0C~
41K6V"NL43CD"H;DDC4"T;0D"43;4";"7;01;P/6"15"06J606 DH68"P0O4"D6760";5512D682"ACB6 SL/ETEBI0@66T 1D
4315<

if a > b:
import x
else:
import y

:6Q6D81D2"CD"436"HO006D4"%;{D8"10J'614360"KC8OMH) y"15"1KQC0468"1D4AC"436"Q0L 29 3BA""
7;/06"4C";"7,01;P{/6D8"KC80/6/'06J606DH55436DV""86Q6D86D4"CD"T31HBAKQKERA"15"6\6HO468"J1054"
W;D"1KQC04";/T;L5"6\6HO465";//"HC86"1D"436"KC80/6"T36D"14"15"J1054"1KQC0468XV";D"0OD;5512D68"7;01;P/
6\H6Q41CD"T1//"C0"T1//'DC4"P6"0;1568S

6.18,2 Guidance to language users ( peleted: 9

ol .7C18"06P1D81D2"6\H6Q4"T3606"1ADBB5"7;

o/ 'D5006"43;4"T36D"6\;K1D1D2"HC86"43;4"LC0O"4;[6"1D4C";HHCOD4"43;4";"7,01;P/6"H;D"P6"PCOD8"WC0"
4C";DC4360"CPU6H4"WCJ"5;K6"C0"81JJ606D4"4LQ6X";4";DL"41K6V";D8

o/ R;01;P/65"/CH;/"4C";"JODH41CD";06"86/6468";04CK;41H;//L"T36D"436"6 DHCKH' % 186@3IJ00OHA1CD"
43C023"DC4";"HCKKCD"Q0;H41H6V"LCO"H;D";/5C"6\Q/1H14/L"86/646"d:015/@6 K H14D T 38"

436L",06"DC"/CD260"D66868S /| Deleted: 9
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Deleted: 20

6.19 Unused Variable [YZS]

7| Deleted: E.21

@36";QQ/1H;P1/14L"4C"/;D20;26";D8"2018;DH6"4C"/;D20;26" 05605561 TCMBIEIY"6;8 "$4C06" 436

Deleted: 3606

6.20 Identifier Name Reuse [YOW]

Deleted: 21

‘| Deleted: E.22

(
(
el
gFdxr,; T014€Q";06";QQ/1H;RIBNL43S D { Deleted: ' S+?
[
[
(
[

6.20,1 Applicability to language

Deleted: 1

{ Deleted: E.22

NL43CD"3;5"436"HCDH6Q4"CJ"D;K65Q;H65"T31H236808 HBB/T3606"D;K65"6\154"1D"K6KCOLS"I;K65Q;H65"
;06";,55CH1,;468"T143"JODH41CD5V"H/;5565V";D8"KC80/65S"F36D"; "EBKIE XET BOD; 48816/ J1054";,5512D68";"
7;,/06XV"14"15";,55CHB;4688\WCOD8X"4C"436"D;K65Q;H6";55CH1;468"T143"4360E€U3EL GB1PBEK6DA"
54;46K6D4"15"K;8BC0r6\;KQ/6"1D";"JODH41CD"86J1D141CDXS"@36";55CH1;41CD"CJ";"7;01;P/6"4C";"5Q6H1J:
6/6K6D4;/"4C"3CT"5HCQ1D2"15"86J1D68"1D"NL43CDS

$HCQ1D2"://CT5"IC0"436"86J1D141CD"CJI"KC06"43;D"CD6"7;01; P/ d I3 ORIBG60615'8 11606 D4"CPUGHA5S"
_CO0"6\;KQ/6<

a =1
def x():
a =2

print (a) #=> 2
print(a) #=> 1

@36!"7;01;P/6"T1431D"436"JORMROCH"15"/CH;/"4C"436"JODH41CAIGIHIOG;468 " T:36B5"H;//68";D8"
815;QQ6;05"T36D"HCD40C/"15"06 4360H# U02"Q0C20;KS"#J"436"JODH41CD"D66868"4C"0Q8;46"436"C0O460™
D;K68"a"436D"14"TCO/8"D668"4C"5Q6HIDIS4RACP;/'"P6JC06"06J606 DH1D2"14",5"1D<

a =1

def x():
global a
a =2

print(a) #=> 2
print(a) #=> 2

#D"436"H;56";,PC76V"£8641CGD"15"0Q8;41D2"436474314”16"86J1D68"1D"436"H;//1D2"KC80/6S"@3606"15";"50F
PO4"1KQC04;D4"81541DH41CD"CD"436"/CH;/14L"760505"2/CP;/ Bs4noi@ 1S, 0T; PBE3H;/'OD/655"
global"l5"5Q6H1J168"JC0"436"7;01;P/6";5" 1D " 4BECBEKIBMOG "1 aissigned";"7;,/06"CIS"#J"436"JODH41CD"3;8"
1D546;8"51K@ferenced"a'T143C0O4",5512D1D2"14";"7;/06V"436D"14"TCO/8"06J606 DH6" 436 ACOHBBH;01;P/6
86J1D141CDV"15";,/T;L5""2/CP;/<

a=1

def x():
print(a)

x() #=> 1

[ Deleted: 9
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@36"00/80540;468";PC76"15"43;4";4401P0O465"CaXCABBOMP/6V"JODH41CDV";D8"H/;55"D;K65X";,06"2/CP;/"4C'
436"KC80/6"K6;D1D2";DL"JODH41CD"C0"H/;55"H;D"06J606DH6"436KS

$HCQ1D2"00/65"HC760"C4360"H;565"T3606";D"186D41H;//L"D;K68"7;01;P/6"DJK66IBIEIBDE168581)

o/ ."D65468"JODH41CD"5"7;01;P/65",06"1D"436"5HCQ6"CJ"436"D65468"JODH41CD"CD/LV";D8

o/ R;01;P/65"86J1D68"1D";"KC80/64/0641BHMCQB31H3K6;D5"436L";06"5HCQ68"4C"436"KC8QIB'CD/L"
;06"43606JC06"DC4"7151P/6"T1431D"JODH41CDKERIBEB/CD"AR; 4C4360"JODH41CDX"OD/655"6\Q/1H1
186D41J168/15bal"4"436"54;04"CJ"436"JODH41CDS

NL43CD"3;5"T;L5"4C"PLQ;55"1KQ/1H14"5HCQ6"00/65<

o/ @3G'1obals4;46K6D4"T31H3",//CT5"D"1DD60"06J606DHE"4C";D"CO460"5HCQ68"7;01;P/6W5XVv";D8"
o/ @36ionlocal'54;4&€6D4"T31H3";//CT5";D"6DH/C51D2"JODH41CD"86J1D141CD"4C"06J606DH6";"D65468
7;01;P/6W5XS

@36"HCDH6Q4"CJ"5HCQ1D2"K;[65"14"5;J60"4C"HC86"JODH41CD5"P6H;056"436"Q0C20;KK60"15"J066"4C"56/6
JODH41CD"T143C04"TC00L1D2";PCO4";H6H1886D2;{/D'¥&";5512D68"4C";D"CO460"5HCQ6"T31H3"1D"400D"HCO.
H;056"0DT;D468"0650/45S"#D"NL43CDV"CD6"KO54"P6"6\Q/1H14"T36D"1D46D81D2"4C"H10HOK76D4"436"1D4
7;01;P/6"D;K65S"@36"8CTD5186"15"43;4"186D41H;/"7;01;P/6"D;K65V"T31HAESBNAED/HIQQB061D" 436"
5;K6"KC80/6"T31H3"HCO0/8"/6;8"4C"HCDJO51CD";D8"K15056"0D/655"5HCQ1D2"00/65";,06"T6//"OD86054CC8S

I;K65"H;D";/5C"P6"]0;/1J168"4C"Q0676D4"HCDJO51CD";5"4C"T31H3"7;01;P/6"15"P61D2"06J606 DHE68<

a=1
class xyz():
a =2

print(a)#=> 2
print(xyz.a, a) #=> 2 1

@36"J1Ry¥'int"JODH41CD"H;//";PC76"06J606 BHEBIARE" " T1431D "436"'H/;55",D8"436"2/CRI"

6.20,2 Guidance to language users { Deleted: 1

{ Deleted: E.22

o/ :C"DC4"056"186D41H;/"D;K65"OD/655"'D6H655;0L"4C"06J606DH6"436"HC006H4"CPU6H4V

ol .7C18"43650"CJ"43A"'0bal";D8 monlocal5Q6H1I1H;41CD5"P6H;056"436L";06"26D60;//L";"P;8"
QO0C20;KK1D2"Q0;H41H6"JC0"06;5CD5"P6LCD8"436"5HCQ6"CJ"4315";DD6\";D8"P6H;056"43610"PLQ;551
54;D8;08"5HCQ1D2"00/65"K;[6"436"HC86"3;0860"4C"0OD86054;D8v";D8

o/ €56"]0;/1J1H;41CBO®6HE55;0L"4C"6D5006"43;4"436"HCO06H4"7;01;P/6"15"06J606 DH68S ) [ Deleted: 2
) [ Deleted: E.23
6.21 Namespace Issues [B]L] r [SGM8]: 'K;1/"JOCK"I1H['(C23/;D"W)52y+X
/| metaclass __prepare__ methods can inject extra names into a
- o / class body
6.21,1 Applicability to ﬂanguage\ 1 execution namespace that the compiler knows nothing about

(see
types.prepare_class and

NL43CD"3;5";"3160;0H3L"CJ"D;K65Q;H65"T31H3"Q0C71865"15C/;41CD"4C"QOCAEHA"JOCK"D;K6"HC//151CDE nitpsidocs.python.org/areference/datamodel himi#preparing-
06J6BH6"8CTD"1DAC";"D65468"D;K65Q;H6V";D8";"T;L"4C"06J606DHE"0Q"4C";D"6DHCKQ;551D2"D;KB5Q; He Ne-classnamespace)”

5Q6;[1D2V"D;K65Q;H65",06"760L"T6//"15C/;468S"_C0"6\;KQ/6V";"QOC20;K"5"7;01;P/65",06"K;1D4;1D68"1D";"S ge:e:e:: 223
eleted: E..

[ Deleted: 9
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D;K65Q;H6"JOCK";DL"CJ"436"JODH41CD51@BBUHS65"C0"0565S"@36"7;01;P/65"CJ"KC80/65V"H/;5565V"C0"J
;06";/5C"K;1D4;1D68"1D"43610"CTD"Q0C46H468"D;K65Q;H65S"

.HH6551D2";"D;K65Q;H6"5";4404B@AB' W7 ;01;P/6V"JODH41CDV"C0"H/;55"D;K6XV"15"26D60;//L"8CD6"1D";D"6\
K;DD60"4C"K;[6"H#6;0"4C"436"06;860"W;D8"NL43CDX"T31H3";4401P046"15"P61D2";HH65568<

n = Animal.num # fetches a class’ variable called num
x = mymodule.y # fetches a module’s variable called y

@36"6\;KQ/65";PC76"6\31P14"10;/1J1FH36@ED15"DC"8COP4"T3606";"7 B PFIE2"I64H368"JOCKS"X0O;/1J1H;41CLC
H;D";/5C"CHHO0"JOCK";D"6DHCKQ;5568"D;K65Q;H6"0Q"4C"436"6 DHCKQ;551D2"D; K63 34646156 D24 36"

def x(): | { Formatted:"()546D
global y
y =1

@36"6\;KQ/6";PC76"0565";D"6\@dtlAl"54;46K6D4"T31H3"K;[65"14"H/6;0"4F DUFE6/"15"DC4"/CH;/"4C"436"
JODH416014",5512D5"436"7;/Q8fCH36"7;01;R/MED"436"6 DHCKQ;551D2"KS80/6

NL43CD";/5C"3;5"5CK6"50P4/6"D;K65Q;H6"155065"43;4"H;D"H;056"0OD6\Q6H468"0650/45"65Q6H1;//L"T36D"C
CJ"KC80/65S"_C0"6\;KQ/®K IR "KC8Q6py'HCD4;1D5<

a =1
.D8"KC80/65. py'HCD4;1D5<
b =1

\6HO41D2"436"JC//CT1D2"HC86"15"DC4";"QOCP/6K"51DH6"43606"15"DC"7;01;P/6"D;K6"HC//151CD"1D"436"41
from modulename import'y"54;46K6D4"P01D25";//"CJ"436";4401P0O465"CJ"C3®B;KERIK"436"/CH;/"
D;K65Q;H6X<

from a import *
print(a) #=> 1
from b import *
print (b) #=> 1

f;460"CD"436";043C0"CJd'KBBO/6";885";"7;01;P/6"D;K&8"D8";5512D5"14";"7;/08.CB". py DCT"HCD4,;1D5<

b=1
a = 2 # new assignment

@36"Q0C20;KK60"CJ"KCBQI§'K;L"3;76"DC"[DCT/6826"CJ"436C80/6";D8"K;L"DC4"HCD51860"43;4";"Q0C20;K"
TCO/8"1KQCO04"RCAB bS"@36"1KQC041D2"Q0C20;KV"T143"DC"H3;D265V"15"00D";2;1D<

*+V,/065";,06";5512D68"4C"CPUBH45"T31H3"1D"400D";06"06J606 DH68"PL"7;01;P/65"P04"14"5"51KQ/60"4C"57;043B1§I0BAY";5512D68'
436"6DHCKQ;551D2"HC86"HCO/8IRIK@4"@76/"1D546;8"CJ";"KC80/6S"_CO0"PTHIAUD56518315"51KQ/60V"43C0O23"DC4",5"6\;H4V"

TC081D2S
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from a import *
print(a) #=> 1
from b import *
print(a) #=> 2

@36"0650/45",06"DCT"81JJ608B6I'£33311KQC041D2"Q0C20;K"15"505H6Q41P/6"4C"OD1D46D868"HCD56]O6DH6
H3;D265"1D"7,01;P/6";5512DK6D45"K;86"1D"4TC"ODO06/;468"KC80/65";5"T6//";5"436"56] 06 DH6"1D"T31H3"436L"1
1KQC0468S"./5C"DC46"4F4#BGnodulename import *'54;46K6D4"P01D26J/A436"KC80/65";4401P0465"
1D4C"436"1KQC041D2"HC86"T31H3"H;D"51/6 DAN;KEB6D/L2[65V"JODH41CD5V";D8"H/;5565S

."HCKKCD"K150D86054;D81D2"CJ"436"NL43CD"/;D20;26"15"43;4"NL43CD"8646H45"/CH;/"D;K65"W;"/CH;/"D;K6"
43;4"/1765"T143HNS5C0"JODH41CD"5"D;K656QtH6N/PL"/CC[1D2"JC0"CD6"C0"KC06";5512DK6D45"4C";"D;K6"
T1431D"436"H/;55&JODH41CDS"#J"CD6"C0"KC06";5512DK6D45";06"JCOD8"436D"436"D;K6"15"DC468";5"P61D2
H/;55&JODH41CDS"@315"H;D"P6"HCDJO51D2éRGeh 258 XS "OLKE";06"JCOD8"436D"436"D;K6"15"06J606 DH1D2"
;"2/CP;/"CPUBH4"5C"436"CD/L"T;L"4C"[DCT"1J";"06J606 DH6"15"/CH;/"C0"2/CP;/V"P;001D2";D"6\Q/1H14"2/CP;/"54
6\;K1D6"436"6D4106"JODH41CD"86J1D141CD"/CC[1D2"JC0";D";5512DK6BEN@RICIIO2E HOIDQEOH14"15"
64460"@3;D"#KQ/1H14"W'#i@#X<

a=1
def f():
print (a)
a =2

f () #=> UnboundLocalError: local variable '

' referenced before

a
assignment
# now with the assignment commented out
a=1
def f£():
print(a)#=> 1
#a = 2
# Assuming a new session:
a=1
def £():
global a
a =2
£0
print(a)#=> 2

1C46"43;4"436"00/65"JC0"86460K1D1D2"436"/CH;/14L"CJ";"D;K6";QQ/165"4C"436";5552PKGBY"€QB80/&C0"
4C";/"C4360"[1D85"CJ";5512DK6D45"T31H3"1DH/O8GEBKIIB Mk r t '54;46K6D4V"JODH41CD";D8"H/;55"
D;K65V";D8"436";020K6D45"86H/;068"ICBEBRK S Unused Variable [YZS]'JC0"KC06"864;1/'CD"4315S

1;K6"065C/0O4DCIC//ICT5";"51KQ/6"fCH;/V"" DH/C51D2V" GAIFS/WIG1X¥56] 06 DHE<

o/ _1054"436"/CH;/"D;K65Q;H6"15"56;0H368Vv"
o/ @36D"436"6DH/C51D2"D;K688AB5We £'COlambda  (." lambda"15";"51D2/6"6\Q06551CD"JODH41CD"
86J1D141CDXX

o/ @36D"436"2/CP;/"'D;K65Q;H6V";D8

/| Deleted: 9
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ol f;54/L"436"PGAIA5"D;K65Q;H6S

6.21,2 Guidance to language users ‘ ( Deleted: 2

{ Deleted: E.23

o/ F36D"QO0;H41H;P/6V"HCD51860"Q5H02"43846K6D4"T143C0O4'436!'"H/;056%80315"JCOH65"436"
1KQC041D2"Q0C20;K"4C"056"]0;/1J1H;41CD"4C";HH655"436"1KQCO46 SSKBBB 16 544003365
051D2"4866m'54;46K6D4"15"KC06"HCD76D880E"655"4L.Q1D2"06]01068"WJIDBDIKEBSAC|O;/1IL"
D;K65XV"436'om'54;46K6DH;D"H;056"D;K65Q;H6"HC000Q41CDv

o/ F36D"051D2"43650rt'54;46K6D4V"0;4360"43;D"056'486%X import *"JCOKMELH3"1KQCO045";//"CJ"
KC80/6"d"5";4401P0465"1D4C"436"1KQC041D2"Q0C20;K"5"D;K65Q;H6XV"1D546;8"6\Q/1H14/L"D;K6"4
43;4"LCO"T;D4"4C"1KQCOBWKQ/Mt' rom X import a, b, cX5C"43;4"7;01;P/65V"JODH41CD5";,D8"
H/;5565";0604"1D;876046D4/L"C760/&8L8v

o/ 7C18"1KQ/1H14"06J606DH65"4C"2/CP;/"7;/065"J0CK"T1431D"JODH41CD5"4C"K;[6"HC86"H/6;060S"#D
2/CP;/5"T1431D";"JODH41CD"CO"H/;55¥/!' Qb HBB386K6D4";4"436"P621DD1D2"CJ"436"JODH41CD"86J1I
;D8"/154"436"7;01;P/65"5C"14"Q518/8 3%'06;860"T31H3"7;01;P/65";06"/CH;/";D8"T31H3']J06"2/CP;/"W
6\;KQ/6\V§1lobal a, b, cXS

Deleted: 3

6.22 Initialization of Variables [LAV]

[
{ Deleted: E.24
[ Deleted: 3

6.22,1 Applicability of language

NL43CD"8C65"DC4"H36H|["4C"566"1J";"54;46K6D4"06J606 DH65"; D"O DTIDKAL; AOEM THAP@ 315"15"PL"86512D"
C0860"4C"50QQC04"8LD;K1H"4LQ1D2"T31H3"1D"400D"K6;D5"43606"15"DC";P1/14L"4C"86H/;06";"7;01;P/6S"}
3;5"DC"T;L"4C"[DCT"1J","7;01,P/6"15"06J606DH68"P6JC06"C0";,J460";D";5512DK6D4S"_C0"6\;KQ/6<

if y > 0:
print (x)

@36";PC76"54;46K6D4"15"/62;/";4"HCKQ1/6"41KB56DEIA"BHI1BB8RI"WE';5512D68";"7;/06XS".D"6\H6Q41CD"15"
0;1568";4"00D41K6"CD/L"1J"436"54;46K6D4"15"6)61S 488 1BBH6D;01C"8C65"DC4"/6D8"1456/1"'4C"54;41H";D;)
P6H;056V";54BB"H;56";PC76V"14"K;L"P6"Q60J6H4/L"/C21H;/"4C" XXADEEE52Q81D4"

@3606"15"DC";P1/14L"4C"056";"7;01;P/6"T143";D"OD1D141;/168/ght0 B EHPB5G/T;L5"06J606 DHE"
CPUGH45"T31H3",/T;L5"3;76";"7;/06Hi84ned"7,01;P/65"8C"DCA4SI" @3606JC06"NL43CD"0;1565";D"6\H6Q41CI
T36D";D"0D;5512D&8¥WAB'DC&1546D4X"7;01;P/6"15"06J606DH68S

#D141;/1";41CD"CJ"H/;55";020K6D45"H;D"H;056"0OD6\Q6H468"0650/45"T36D";D";020K6D4"15"564"4C";"86J;0
KO4;P/6%

def x(y=[]):
y.append (1)
print (y)
x([2])#=> [2, 1], as expected (default was not needed)
x() # [1]
x() # [1, 1] continues to expand with each subsequent call

[ Deleted: 9
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@36"P63;71C0O0";,PC76"15"DCA4"R®2'86J1D68"P63;71C0O0"JCO"KO4;P/6"CPUEH45"PO4"14"5";" A" P;8"186;"1L
;/I"H;565"4C";5512D"86J;0/4"7;/065"4C"KO4;P/6"CPU6H45S"

6.22,2 Guidance to language users { Deteted: 3

{ Deleted: E.24

o/ 'D5006"43;4"14"15"DC4"/C21H;//L"QC551P/6"4C"06;H3";"06J606DH6"4C";"7;01;P/6"P6JC06"14"15";,5512D6
;PC76"1//0540;465"U054"50H3";"H;56" TBER6,UBEWT;D45"4C"Q01D4"436" % PBAC3;5"DC4"
;5512D68";"7;/06"4E€4315"Q0C765"43;4"43606"15"K1551D2V"C0"PLQ;5568V"HC86"06A4E8,'4C"Q0C7186"
K6;D01D2J0/"7;/06";4"00D41K6S

6.23 Operator Precedence and Associativity [JCW] [ Deleted: 4
{ Deleted: E.25
6.23,1 Applicability to language | Deleted: /Order of Evaluation
[ Deleted: 4

NL43CD"Q0C71865"K;DL"CQ60,4C05"; D8"/676/5"CJ"Q06H686DH6"5C"14"15"DC4"OD6\Q6H468"43;4"CQ60;4d Deleted: E.25

C0860"CJ"CQ60;41CD";06"DC4"T6//"OD86054CC8";D8"36DH6"K150568S"_C0"6\;KQ/6<

7, evaluates as 1 + (2 * 3)
> 9, parenthesis are allowed to coerce precedence

'\Q06551CD5"43;4"DBC0CG06"67;/0;4686J4C01234"T31H3"H;D"H;056";"53C04"H10HO 14<

a or b or ¢

#D"436"6\Q06551CD" PTYE®6760"67;/0;468"1)"618B6®7;/0;46"4Ctue P6H;056"436"6D4106"6\Q06551CD"
67,/0;465"4Ctue 1KK681;46/L"T36D";DL"50P"6\Q06551CD"67;/0:4684®36"53C04"H10HO14"6XK6H4"15"DCD
HCD56]06D41;/";PC76"P0O4"1D"436"H;56"P6/CT"436"6JJ6H4"15"50P4/6";D8"QC46D41;//L"865400H4176<

def x(i):
if 1i:
return True
else:
1/0 # Hard stop
a=1
b =20
while True:
if x(a) or x(b):
print('a or b is True')

@36"HC86";PC76"T1//"2C"1D4C";D"6D8/655"/CC @ P&b;D6EBE0"67;/0;468S"#J"14"T;5"436"Q0C20;K"TCO/8"
460K1D;46"806"4C";D";4468@17151CD"PL"'60CS

6.23,2 Guidance to language users { Deleted: 4

o/ e56"Q;06D436515"/1P60;//L"4C"JCOH6"1D46D868"Q06H686DH6";D8"1DH06;56"06;8;P1/14Lv
o/ i6";T;06"43;4"53COM10HO1468"6\Q06551CD5"H;D"H;056"50P4/6"600C05" P & \(IEE ACD ' OP6"
67;/0;468";D8

o! i06;["/;026&HCKQ/6\"54;46K6D45"1D4C"5K;//60"CD65"051D2"46KQCO;0L"7;Ol;P/65"JCO"1D4601K"065@weted:g
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6.24 Side-effects and Order of Evaluation of Operands [SAM]  Deleted: 5

6.24,1 Applicability to language

NL43CD"50QQC045"56]06DH6"ODQ;H[1D2" V@ ALY: ":H5'.’I]231H3"6;H3"6/6K6D4"CJ"436"01234"3;D8"5186"
W6\Q065568";5";"40Q/6X"15"67,;/0;468";D8"436D";5512D68"4C"6;H3"6/68 G345 361 BEMIALAI A CO1 234"
56]06DH6S"_C0"6\;KQ/6V"436"JC//CT1D2"15";"5;J6" T R6AC/MEID"NLA3CD<

Comment [SGM9]: 'K;1/"JOCK"I1H["(C23/;D"W)*#2)+X'

- for order of evaluation: it was noticed a couple of years ago
that dictionary displays didn't actually evaluate in the expected
left to right order (they went value/key rather than key/value).

This has been fixed (in 3.6 if | recall correctly), but may be
useful as an example of the value of ensuring that operations
with side effects don't depend on subtle order of evaluation
details

a=1 A
b =2 l\‘ Deleted: 6
a, b = b, a # swap values between a and b Deleted: E.26

print (a,b)#=> 2, 1

.5512DK6D4"CJ"436"4;02645"Wfh$ X" (B0@@eaz34"5C"C760/;Q5"CD"436"/6J4"5186";06"DC4"5;J6<

a = [0,0]

i=0

i, ali]l] = 1, 2 #=> Index 1is set to 1; list is updated at [1]
print(a) #=> 0,2

NL43CD"iCC/6;D"CQ60;4C05";06"CJ46D"0568"4C";5512D"7;/065";5"1D<

a = b or ¢ or d or None

a"15";5512D68"436"11054"7;/06"CJ"436"J1054"CPU6 HEQB3 AN 315 D CEX"7;/06"COV"1D"436"6\;KQ/6";PC76V"
436"7;/06lone"1BVEV", D& ;06"//FalseS"@315"15";"HCKKCD";D8"T6//"OD86054CC8"Q0;H41H6S"hCT6760V"4
H;D"P6"1D40C80H68"T36D"JODH41CD5"C0"C4360"HCD5400H45"T143"5186"6JJ6H45",06"0568"CD"436"0123

CQ60;4C0<

if a() or b{()
#J"JODHAOENO0DS 'ue'060/4"436D"JODKANTODC4"P6"H;//68"T31H3"K;L"H;056"OD6\Q6H468"0650/45S

6.24,2 Guidance to language users |

[ Deleted: 5

| { Deleted: E.26

ol i6";T;06"CJ"NL43CD"5"530MHO141D2"P63;71CO0"T36D"6\Q06551CD5"T143"5186"6JJ6H45";06"0568"C
5186"CJ";"iCC/6;D"6\Q06551CD&585J0DBPE0JCOK "6;H3"6\Q06551CD"J1054";,D8"436D"67;/0;46"436"0650/

x = af()
y = Db()
if x or y ..

ol i6"T;06"43;4V"676D"43C023"C760/;Q5"P64T66D"436"/6J4"3;D8"5186";D8"436"01234"3;D8"5186";06"5;J6

QC551P/6"4C"3;76"0D1D46D868"0650/45"T36D"43636016P465186'C760/;Q"T143"CD6";DC4360"5C"

;/T;L5"6D5006"43;4"436";5512DK6 DARIADE)1234"56]06DH6"CJ";5512DK6D45"4C"436"7,01,P/65"CD"436'
3;D8"5186"D6760"C760/;QS"#J'D6HE55;0LV";D8&C0"1J"14"K;[65"436"HC86"6;5160"4C"OD86054;D8V"H(

436"54,468D4"1D4C"4TC"C0"KC06"54;46K6D45v

# overlapping
a = [0,0]

1"HSYEH ()* +,9- "/1"01234B5560768 23
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i=0

i, a[i] = 1, 2 #=> Index is set to 1; list is updated at [1]
print(a) #=> 0,2

# Non-overlapping

a = [0,0]

i, a[0] =1, 2

print(a) #=> 2,0

6.25 Likely Incorrect Expression [KOA] [ Deleted: 6
{ Deleted: E.27
6.25,1 Applicability to language Comment [SGM10]: 'K;1/"JOCK"ILH['(C23/,D"W)5#2+X

- async/await syntax introduces another opportunity for a "likely
incorrect expression", which is to forget to await a coroutine —

NL43CD"2C65"4C"5CK6"/6D2435"4C"36/Q"Q0676D4"/1[6/L"1DHC0O06H4"6\Q06551CD5< % | see hitps:github,comipyihor-triofrifissues/7S for discussion
(it do_es cause a "Coroutine was never awaited" runtime
ol @6541D2"JC0"6]017;/6DH6"H;DDC4"P6"HCDJO568"T143";5512DK6D4< [":‘;”'tngj .
eleted:
a-hb=1 [ Deleted: E.27

if (a=b): print(a,b) #==> syntax error
if (a==b): print(a,b) #==> 11

e/ i CC/6;D"CQ60;4C05"056"D2/15310CUBSIVE rv'P14T156"CQ60;4C05"056"SVKACIE5Q6H4176/LS"
hCT6760"NL43CD"8C65"3;76"5CK6"50P4/64165"43;4"H;D"H;056"0OD6Y\Q6H468"0650/45<
o! $[1QQ1D2"436"Q;06D436565";J460";"JODH41CD"8C65"DC4"1D7C[6"PHD8ATIA3B1IJODH41C
51/6D4/L"P6H;056"14"5";"/62141K;46"06J606DH6"4C"436"JODH41CD"CPU6GH4<
class a:
def demo () :
print ("in demo")
a.demo () #=> in demo
a.demo #=> <function demo at 0x000000000342A9C8>
x = a.demo
x() #=> in demo

@36"4TC"/1D65"43;4"06J606 DBIBHEBC D" T143C04"40;1/1D2"Q;06D436565";PC76"86KCD540;46"3C
43;4"5LD4;\"15";"06J606 DH6"4C"436"dlipdat14I8"DC4";"H;//"'4C"436"JODH41CDS

o/ i01/4D"JODH41CD5"43;4"Q683H&K' Q0Q60;41CD5"CD"K0O4;P/6"@B46M¥EB8A5V " "81H41CD;0165V";D8"
5CK6"HB5"1D54;DH6E5X"8C"DC4"06400D"436"H3:D2%E" TRYoB e <
a =[]
a.append ("x")
print(a) #=> ['x']
a = a.append("y")
print (a) #=> None

6.25,2 Guidance to language users [ Deleted: 6

" Deleted: E.27

o/ i6"5006"4C";88"Q;06D436565";J460";"JODH41CD"H;//"1D"C0860D1dA1DDRIED836"JO
o/ W66Q"1D"K1D8"43;4";DL"JODH41CD"43;4"H3;D265";"K0O4;P/6"CPU6H4AND QCRESGBURDS35"

[ Deleted: 9
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H3;D268"CPU6H4"51DH6"43606"15"DC"D668"4C"06400D";D"CPUGH4"P6H;056"436"CPU6H4"3;5"P66D’
JODH41CDS"

Deleted: 7

6.26 Dead and Deactivated Code [XYQ]

[
{ Deleted: E.28
[ Deleted: 7

6.26,1 Applicability to language

" Deleted: E.28

@3606";06"K;DL"T;L5"4C"3;76"86;8"C0"86;H417;468"HC86"CHHO0"1D";"Q0C20;K";D8"NL43CD"15"DC"81JJ606!
062;08S"_004360V"NL43CD"8C65"DC4"Q0C7186"54;41H";D;/L515"4C"8646H4"50H3"HGSHTREB BRIBE436"760
NL43CD"5"/;D20;26"/6D8"1456/J"4C"50H3";D;/L515S"

@36"KC80/6";,D8"06/;4680rt'54;46K6D4"Q0C71865"HCD76D16D4"T;L5"4C"20CAQUZAMHQMA65"W
JODH41CD5V"D;K65V";D8"H/;5565X"1D4C";"J1/6"T31H3"H;D"436D"P6"HCQ168\VDEMABBE GV "C0"1D"Q;04"WO5.
54;46K6D4XV"1D4C";DC4360"NL43CD"KC80/6S".//'CJ"436";4401P0O465"CJ";"KC80/6";06"HCQ168"T36D"61436
JCOK5"CJ"436port'54;46K6D4"15"0568S"@315"15"0C0O23/L"6]017;/6D4"4C"51KQ/L"HCQL1D2"1D";//"CJI"HC86
436"1KQC041D2TKT 31H3"H;D"0650/4"1D"HC86"43;4"15"D6 78001 H\7KIB8 " YODH41CD5"T31H3";,06"D6760"
H;//68";D8"36DH6"b86;8cX<

import modulename
from modulename import *

@36'mport'54;46K6D4"1D"NL43CD"/C;85";"KC80/6"1D4C"K6KCOLV"HCKQ1/65"14"1DAC"B\64BDAEBEMSD8" 436
$OP56]06D4"6\6HO41CD5"CJ";D"1KQC04"JC0"43;4"5;K6"KC80/6";06"12DC068"PL"NL43CD";D8"3;76"DC"6JJ6}
QO0C20;K"T3;45C6760Sf@B6'4d'54;46K6D4"15"06]01068"4C"IJCOH6";"KC80O/6V";D8"145";4401P0O465V"4C"P6"/C
HCKQ1/68V";D8"6\6HO468S

6.26,2 Guidance to language users | { Deleted: 7

| {Deleted: k28

ol #KQC04"U0O54"436";4401P0465"43;4",06"06]01068 HRu'BE5UBRBI34674C";7C18";881D2"86;8"HC86V";D8
ol i6";T;06"43;4"50P56]06D4"1KQC045"3;76"DC"6JI6H41056"B3BI6K6D4"1D546;8"1J";"J0653"HCQL"CJ"
436"KC80/6"15"8683.06

6.27 Switch Statements and Static Analysis [CLL]  Deleted: 8
" Deleted: E.29

6.27,1 Applicability to language [ Deleted: 8
{ Deleted: E.29

iL"86512D"NL43CD"8C65"DC4"3;76";"5T14H3"54;46K6D4"DC0"8C65"14"3;76"436"HCDH6Q4"CJ"/;P6/5"C0"PO;DI
86K;0H;468"bQ/;H6cS"NL43CD"6DJCOH65"5400HA0DE3RDDEIBRE"HCD5400H45"P0O4"14";/5C"Q0C71865"567¢
54;46K6D45"4C"56/6H4";H41CD5"4C"Q60JCOK"P;568"CD"436"7;/06"CJ";"7;01;P/6"C0"6\Q06551CDS"@36"J105:
if/elif/else'54;46K6D45"T31H3"CQ60;46";5"436L"8C"1D"C4360"/;D20;265"5C"@831GURREO4E6TB0;26"
3606S

NL43CD"QOC718654k'54;46K6D4"T31H3",//CT5";"/CCQ"4C"P6"POC[6D"T143";D"1KK681;46"P0;DH3"4C"436"J1
54;46K6D4";J460"436"/CCQ"PC8L<

a =1
while True:

[ Deleted: 9
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if a > 3:
break
else:
print(a)
a += 1

@36"@Q";PC76"Q01D45"+V")";D8"9V"6;H3"CD"56Q;0;46"/1D65V"436D"460K1D;465"ORQEDRB\6HO41CD"CJ"436"

54;46K6D4S
6.27,2 Guidance to language users [ Deleted: 8
{ Deleted: E.29
€56 f/elif/else'54,46K6D45"4C"Q0C7186"436"6]017,/6D4"CJ"5T14H3"54;46K6D45S [ Deleted: se
6.28 Demarcation of Control Flow [EO]] [ Deleted: 9
{ Deleted: E.30

Comment [SGM11]: 'K;1/"JOCK"I1H["(C23/;D"W)*+=*?)+X
- Python 3 makes mixing tabs and spaces for indentation a
compile-time error

.28,1 Applicability to language

NL43CD"K;[65"86K;0H;41CD"CJ"HCD40C/"J/CT"760L"H/6;0"P6H;056"14"0565"1D86D4; 41CDPM@'51042‘"5Q H

1 Deleted: 9
PC43X";D8[86D4;41CB'436nly'86K;0H;41CD"HCD5400H4< [, \eted: £.30
Comment [SM12]: (36H[*15"14"b86D86D4;41CDc"C0"
a, b=1,1 bOD86D4;41CDcz
if a: [ Deleted: 86

print("a is True")
else:
print ("False")
if b:
print ("b is true")
print ("back to main level")

@36"HC86";PC76"Q04 DS "I ruec”JC//ICT68"Phdrk to main levelcS"IC46"3CT"HCD40C/"15"Q;5568"JOCK"
436"J106454;46K6D415"ue'Q;43"4C"436"K;1D"/67668"6D4106/L"CD"1D86D4;41CD"T31/6"1D"KC54"C4360"/;D20;2
436"J1D;/"/1D6"TCO/8"6\6HO46"CD/L"T36D"436'GBHLBBS"ACtueS

6.28,2 Guidance to language users - [ Deleted: 9

' { Deleted: E.30

e56"CD/L"5Q;H65"C0"4;P5V"'DC4"PC43V"4C"1D86D4"4C"86K;0["HCD40C/"JICTS

6.29 Loop Control Variables [TEX] [ Deleted: 30
{ Deleted: E.31
6.29,1 Applicability to language Comment [SGM13]: 'K;1/"JOCK"I1H["(C23/;D"W) 52y +X

- in Python 2, a particularly problematic case of loop control
variables leaking is in list comprehensions. In Python 3,

NL43CD"Q0C71865"4TC"/CCQ"HCD40C/ b4 46K AIMbst . @36L"6; H3"5OQQC04"760L"J/6\1P/G"HCD40C/;}k comprehensions use their own scope, so the loop variable
HCD5400H45"P6LCD8";"51KQ/6"/CCQ"HCD40C/"7:01;P/6S".5512DK6D45"1 D"436 " \GE,@ M DAGCT G 46K 6 D4 (oo 1eak anymore

leted:
forX"T31H3"H;D"P6";"J06]06D4"5CO0H6"CJ"QOCP/6K5V";06"DC4"; HANIEEBCD"SLA3TDP'HCD40C/"54; 46K6D4‘=} g;:::d 2031
056"6\Q06551CD5"ahh@"HCD4;1D";5512DK6D4"54;46K6D45S
@36/ ile'54;46K6D4"/6;765"436"/CCQ"HCD40C/"6D4106/L"CIXKE0 3B IINE26"6\;KQ/6"P6/CT<

[ Deleted: 9
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a =1
while a:

print ('in loop'")

a = False # force loop to end after one iteration
else:

print ('exiting loop"')

@36'0r'54;46K6D4"15"0DO050;/"1D"43;4"14"8C65"DC4"Q0C7186";"/CCQ"HCD40C/"7;01; EA54BAEBUC GRINL A" 15" |
436"56]06DH6"CO"DOKPBEBCF1CARA";06"Q60JCOK68"C4360"43;D"PL"436"Q56LE R BEBIGK6D4"WHC76068"

1¥ S)"6K;0H ;4lCD"CJ"(CDﬂ_OC?I'"q'%RI”TSlHS"H;D"P6"056EKK681;46/L"PO;DH3"4C"436"54;46K6D4";b460,'f4i{ Deleted: ' S)?

/CCQ"PICH[S

F36D"051D2"4361'54;46K6D4"4C"1460;46"43C023";D"1460;P/6"CPU6H4"50H3";,5";"/154V"43606"15"DC"T;L"4C'
/CCQ"bHCOD4c"P6H;056"1475"DC4"6\QC568S"MBE36WH; R@6"P6/CT"4;{Bi5"436"7;/06"CJ"436"J1054V"436D"
436"56HCD8V"436D"436"43108"K6KP60"CJ"436"/154<

x = ['a', 'b', 'c']
for a in x:
print (a)

#4"15"QC551P/6V"43C023"DC4"06HCKK6D868V"4C"H3;D26";"KO4;P/6"CPU6H4";5"14"15"P61D2"40;760568"T3
436DOKP60"14%60;4CQBOICOK6E8S"#D"436"H;56"P6/CT"436"/CCQ"15"Q60JCOK68"CD/L"4TC"41K65"1D546;8"C.
41K65"3;8"436"/154"P66D"/6J4"1D4;H4<"

x = ['a', 'b', 'c']
for a in x:

print(a) | { Formatted:"()546D

del x[0]
print (x)

#=> a

#=> c

#=> ['c']

6.29,2 Guidance to language users ‘ { Deleted: 30

ol i6"H;06J0/"4C"CD/L"KC81JL"/CCQ"HCD40C/"7;01;P/65"1D"T;L5"43;4";06"6;51/L"OD86054CC8";D8"1D"T;
H;DDC4"/6;8"4C";"Q06K;4006"6\14"C0";D"6D8/655"/CCQS

ol F36D"051D2"486!'54;46K6D4"4C"1460;46"430C023";"KO4;P/6"CPU6H4V"8C"BECKGRPEIB'86/6
P6H;056"14"HCO0/8"3;76"OD6\Q6H468"0650/45S

[ Deleted: 9
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[ Deleted: 1
{ Deleted: E.32
{

6.30,0ff-by-one Error [XZH]

Deleted: 1
{ Deleted: E.32
@36"NL43CD"/;D20;26"1456/J"15"70/D60;P/6"4C"CJJ"PL"CD6"600C05";5"15";DL"/;D20;26"T36D"0568"H;06/655/L
Q605CD"DC4"J;K1/3®'N143CD"5"1D86\"JOCK" 60C"760505"J0CK"CD6S"NL43CD"8C65"DC4"Q0676D4"CJJ"PL"C
145"00D41K6"PCOD85"H36H[1D2"JC0"5401D25";D8"/1545"8C65"/6556D"436"H3;DH65"43;4"8C1D2"5C"T1//'H;05
DC4"QC551P/6"4C"1D86\"Q;54"436"6D8"COIREAMMDIRUT154"PL"P61D2"CJJ"PL"CD6"P6H;056"NL43CD"8C65"C
;"56D41D6/"H3;0;H460";D8"14";/T;L5"H36H[5"1D86\65"P6JC06";446KQ41D2"4C"1D86\"1D4C"5401D25";D8"/1545";
6\H6Q41CD"T36D"43610"PCOD85";06"6\H66868S

6.30,1 Applicability to language

6.30,2 Guidance to language users [ Deleted: 1 )
{ Deleted: E.32 J

o/ 6" T;06"CJ"NL43CD"5"1D86\1D2"JOCK"60C";D8"HC86";HHC081D2/LS

6.31 Structured Programming [EWD] % Deleted: 2
| Deleted: E.33

- for structured programming, the use of with statements and
context managers may be preferable to ad hoc try/except and

NL43CD"15"86512D68"4C"K;[6"14"51KQ/GO"4C"T0146"54OOH40068"QOC20;K"PL"06]0101D2"lD86D4;41C‘Dy"; try/finally statements

J
J
6.31,1 Applicability to [language\ ‘ Comment [SGM14]: 'K;1/"JOCK"I1H["(C23/;D"W)$#23)+X'
J
J

53CT"5HCQ6"CJ"HCD40C/"1D"P/CH[5"CJ"HC86< | Deleted: 2
[ Deleted: E.33

a=1
b =1
if a ==

print("a == b")#=> a == b

if a > b:

print ("a > b")

else:

print("a != b")

#D"K;DL"/;D20;265"436"541ht'54;46K6D4"TCO/8"P6"6\6HO468"P6H;056"436L";55€ H:45143@6"
1KK681;46/L"Q01€U"31/6"NL43CD"0565"1D86D4;41CD"4Q ¥ :O[1436145";55CH1;,468%,46 K6 DAY " 15V
436"CDébove"14XS

NL43CD";/5C"6DHCO00;265"5400H40068"Q0C20tKIUDZ#DH1D2";DL"/;D20;26"HCD5400H45"T31H3"HCO/8"/6;8"
OD5400H40088 'MZ0"6\;KQ/"G%"@%"54;46K6D45XS

NL43CD"8C65"3;76"4TC"54,46K6D45"43;4"HCO/8"P6"716T68";5"OD5400H40 0685 @6 ARG S B E"
0568"1D";"/CCQ"4C"6\14"436"/CCQ";D8"HCD41D06"T143"436"J1054"54;46K6D4"43;4"JC//CT5"886"/;54"54;46K6LC
/CCQ"P/CH[S"@315"15";"4LQ6"CJ"P0;DH3"P0O4"14"15"50H3";"056J0/"HCD5400H4"43;4"J6 T"TCO/8"HCD51860"1
P;8"HC81D2"Q0;H41H6S

@36"56HCD8"15¥ppexcept'P/CH["T31H3"15"0568"4C"40;Q";D8"QOCH655"6\H6Q41CD5S"F36D";D"6\H6Q41CD"
430CTD";"PDH3"15"K;86"4C"436¢pt "P/CH[<

def divider(a,b):

/| Deleted: 9
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return a/b

try:
print (divider (1,0))

except ZeroDivisionError:
print('division by zero attempted')

6.31,2 Guidance to language users { Deleted: 2
{ Deleted: E.33

o/ NL43CD"CJJ605"J6T"HCD5400H45"43;4"HCO/8"/€868CHOB6S0MIBE 6760V"UO81H 163251056 CJ"
54;46K6D45"15"6DHCO0;268"4C";7C18"MCDJO51CDS

6.32 Passing Parameters and Return Values [CS]] [ Deleted: 3
{ Deleted: E.34

6.32,1 Applicability to language  Deteted: 3
' { Deleted: E.34

NL43CD"5"CD/L"50PQ0C20;K"4LQ6"15"436"JODH41CD S 60y 4 BA(ABBGEABE'8C65"6\6HO46"436"1KQC0468"
KC80/6"5"4CQ"/676/'HC86"W436"J1054"41K6"14" 15 1KQEBIE8BK6E85H; DDC4"6JI6H4176/L"P6"0568";,5";"T;L"
4C"06Q6;468/L"6\6HO46";"560165"CJ"54,46K6D45

NL43CD"Q;5565";020K6D45"PL";5512DK6D4"T31H3"15"51K 1A MmHEE66 MR T I606DH6S"NL43CD";5512D5"43
Q;5568";,020K6D45"4C"436"JODH41CD"5"/CH;/"7,01;P/65"P0O4"OD/1[6"5CK6"C4360"/;D20;265V"51KQ/L"3;71D:
436"H;//60"5";020K6D4"8C65"DC4", QUCKIETIMA36"H;//68"JODHACTIE;D26";,DL"CJ"436"C RBBH-OEIIHGE8"PL"
43C56";020K6D48D/hutable"CPUGH45"06J606DHE68"PL"Q;5568";,020K6D45"H;D"P6"H3;D268S"NL43CD"3;5"DC
CJ"/1;51D2"T3606";"JODH41CD"5"7;01;P/65";06"K;QQ68"4C"436"H;//60"5"7,01;P/65"50H3"43;4";DL"H3;D265"K
JODH41CD"5"7;01('65QQ68"C760"4C"436"K6KCOL"/CH;41CD"CJ"436"H;//60"5";,020K6D45S"

a =1
def f(x):
x +=1

print (x) #=> 2
f(a)
print(a)#=> 1

#D"436"6\;KQ/6";PC76V";D"1KKO4;P/6"1D46260"15"Q;5568";5";D";,020K6D4";D8"436"JODH41CD"5"/CH;/"7;01;P
;D8"436D"816868"T36D"436"JODH41CD"2C65"C0O4"CJ"5HCQ6"43606JC06"436"CPU6H4"436"H;//60"5";020K6D
DC4",JJ6H468S"#D"436"6\;KQ/6"P6/CTV"436";020K6D4"15"K04;P/6";D8"15"43606JC06"0Q8;468"1D"Q/;H6<

a = [1]
def f(x):
x[0] = 2
f(a)
print (a)#=> [2]

1C46"43;4436"/154"CPUEIADC4"H3;D2681"5"436"5;K6"CPUBH4"PO4"145"HCD46R8" M431DB6YS
@36"eturn'54;,46K6D4"H;D"P6"0568"4C"06400D";"7;/06"JC0";"JODH41CD<

def doubler (x):

[ Deleted: 9
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return x * 2

x =1 7,,,,,»'{Formatted:"?/+5*D

x = doubler (x)
print (x) #=> 2

@36"6\;KQ/6";PC76";/5C"8BB540;465";"T;L"4C"6KO/;46";"H;//"PL"06J606DH6"PL";5512D1D2"436"06400D68"CPU6
436"Q;5568";,020K6D4S"@315"15"DC4";"4006"H;//"PL"06J606 DH6";D8"NL43CD"8C65"DC4"06Q/;H8"436"7;/06"CJ

0;4360"14"H06,;465";"D6T"GDBHB512D5"14"436"7;/0GB00B8"JOCK "436H 1 e r'JODH41CD";5"Q0C76D"PL"436"
HC86"P6/CT"T31H3"815Q/;L5"436";880655"CJ"436"1D141;/*;D8"436"D6T"CPU6H4"

def doubler (x):
return x * 2

x =1
print (id(x)) #=> 506081728
x = doubler (x)

print (id(x)) #=> 506081760

@36"CPU6H4"06Q/;H686E853"86KCD540;468";PC76"JC//CT5"NL43CD"5"DCOK;/" @ 346664 BRACT31H3"

H3;D265"436"7,/06"CJ";D"1KKO4;P/6"CPU6H4";D8"15"DC4";"5Q6H1;/'6\H6Q41CD"JC0"JODH41CD"06400D5S

1C46"43;4"NL43CD"JODH41CD5"06400R G &MB50IDCGe turn's4;46K6D4"@BHO468"C0"T36DEEurn”
T143"DC";,020K6D45"15"6\6HO468S

6.32,2 Guidance to language users [ Deleted: 3

{ Deleted: E.34
o/ (06;46"HCQ165"CJ"'KO4;P/6"CPUBHA45"P6JC06"H;//1D2";"JODH41CD"1J"H3;D265";06"DC4"T;D468"4C"KO<

;020K6D45v";D8
ol #J","JODH41CD"T;D45"4C"6D5006"43;4" 1026 B5MACYE1D20K6D45"14"H;D"K;[6"HCQ165"CJ"43C56"
;020K6D45",D8"CQ60;46"CD"436K"HD546;8

6.33 Dangling References to Stack Frames [DCM]

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;056V"T31/6"NL43CD"8C65"Q0C7186";"T; L"4C“3“"1D
;D"CPUGBH4V"JC0"6\;KQ/6MH3BH41CDV"14"8C65"DC4"Q0C7186";"T;L"4C"056"43;4",880655"4C";HH655"; D{'CF

6.34. Subprogram Signature Mismatch [OTR]

Comment [SGM15]: @315"56H41CD"D6685";"06T0146"4C"

;H[DCT/6826"436"70/D60;P1/14LS"
'K;1/"JOCK"I1H["(C23/;D"W)®2)+X'

- reading the section on dangling references to stack frames
reminded me that if you want to write robust, secure, and
reliable code, don't use the ctypes module (since that *does*
let you access arbitrary memory addresses). cffi is a safer third
party alternative, since it will read C header files and generate
safe(r) Python wrappers than direct C ABI access with ctypes.

“‘\ Deleted: 4

6.34,1 Applicability to language

Deleted: E.35

Deleted: 5

NL43CD"50QQC045"QCBkdiindAvalue”V"CO"PCA43"[1D8BAVKHDA5S #4";,/5C"50QQC045"7;01,; P/6"DOKP6"‘Q‘5\

Deleted: E.36

;020K6D45";,D8V"C4360"43;D"436"H;56"CJ"7;01;P/6";,020K6D45V"T1//"H36H[";4"00D41K6"JC0"436"HCO06HA"

Deleted: 5

;020K6D45"K;[lD2"l4"1KQC551P/6"4C"HCOOOQ4"436"H;//"54;H["lD"NL43CD"T36D"051D2"54;D8;08"KC80/6q Deleted: E.36

NL43CB;5"6\46D5176"6\46D51CD";D8"6KP6881D2".N#5"43;4"1DH/0865"JODH41CD5";D8"H/;5565"4C"056"T36D"t
6KP6881D2"NL43CDS"@3656"Q0C7186"JC0"50PQ0C20;K"512D;4006"H36H[1D2";,4"00D41K6'3C0"KC80/65"HC
NL43CD"/;D20;265S":15HO551CD"CJ"4315" M8615HBEQEME "4315";DD6\"P0O4"436"06;860"53C0O/8"P6";T;06"43;4"

1KQOCQ60"HC81D2"CJ"NL43CD"KC80/65"C0"43610"1D460J;H6"HCO/8"H;056";"H;/"54;H["QOCP/6K

/| Deleted: 9
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6.34,2 Guidance to language users Deleted: 5

| Deleted: E.36

.QQ/L"436"2018;DH6"865H01RE8)RD=+"H/;O5ESES,S Deleted: Z

7| Deleted: E.37

Deleted: 6

[
(
[
6.35 Recursion [GDL] % Deleted: 6
[

6.35,1 Applicability to language

' { Deleted: E.37

AB6HO051CD"15"50QQC0468"1D"NL43CD";D8"15V"PL"86J;0/4V"/1K1468"4C";"86Q43"CJ"+V***'T31H3"H;D"P6"(
setrecursionlimit JODH41CDS"#J"'436"/1K14"15"564"3123"6DCO23V";" 0000V 818 HiBas 16K COL”
065CO0H65"/6;81D2"4C";"86D1;/"CJ"56071H6S

6.35,2 Guidance to language users [ Deleted: 6
{ Deleted: E.37

.QQ/L"436"2018;DH6"865H01PE8/ED>}"H/;O5BS9S," [ Deleted: =

6.36 Ignored Error Status and Unhandled Exceptions [0YB]  Deleted: 7
{ Deleted: E.38

6.36,1 Applicability to language  Deleted: 7
{ Deleted: E.38

NL43CD"Q0C71865"54,46K6D45"4C"3;D8/6"6\H6Q41CD5"T31H3"HCD51860;P/L"51KQ/1JL"436"8646H41CD";D¢
6\H6Q41CD5S"A;4360"43;D"P61D2";"70/D60;P1/14LV"NL43CD"5"6\H6Q41CD"3;D8/1D2"54;46K6D45"Q0C7186"
CJ"56071H6";447H[5<

def mainpgm(x, y):
return x/y
for x in range(3):
try:
y = mainpgm(1l, x)
except:
print ('Problem in mainpgm')
# clean up code..
else:
print (y)

@36"6\;KQ/6"HC86";PC76"Q01D45<

Problem in mainpgm
1.0
0.5

@36"186;";PCBAL"6D5006"43;4"436"K;1D"Q0C20;KV"T31H3"HCO/8"P6";"T6P"560760V"15";//CT68"4C"HCDA41l
;J460";D"6\H6Q41CD"PL"710406" 84368 p t '54;46K6D4"Q;10S

6.36,2 Guidance to language users [ Deleted: 7

( Deleted: E.38

ol e56"NL43CD"5"6\H6Q41CD"3;D8/1D2"T143"H;06"1D"@6E5600CIEC43:4",06"1D46D868"JC0"C4360"

6\H6Q41CD"3;D8/605v";D8

[ Deleted: 9
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o/ e56"6\H6Q41CD"3;D8/1D2V"P0O4"8106H468"4C"5Q6H1J1H"4C/60;P/6"6\H6Q41CD5V"4C"6D5006"43;4"HOC
HCD41D06"4C"00D"676D";J460"H604;1D"6\H6Q41CD5";06"0;1568S

6.37 Type-breaking Reinterpretation of Data [AMV] ; % Deleted: 6.38E.39 Termination Strategy [REU - (17p9)
| Deleted: 9
@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H;056";5512DK6D45";06"K;86"4C"CPU6H45";D8"4§({ Deleted: E.40 }

3C/85"436"4LQBC4"436"7;01;P/6V"43606J60606DMH68"CPUGH45"3;5"436"5;K6"4LQ6";D8"43606"15"DC"T;L"4C"3;7!
KC06"43;D"CD6"4LQ6"JCO";DL"2176D"CPUGH4S

6.38 Deep vs. Shallow Copying [YAN]

6.38.1 Applicability to language| Comment [SGM16]: (CKK6DA4"JOCK"I{KC23/;D¥

For shallow copying: we don't detect or prevent it, but
reference counting at least ensures the references copied that
@i:" < way remain alive.

(Hmm, that does prompt a thought though: memoryview and

. the PEP 3118 buffer protocol do create some interesting new
6.38,2 Guidance to lﬂggze users issues, since the obligation is on the buffer publisher to ensure
that the memory remains valid at least as long as the object
o lives, while buffer consumers need to make sure they keep an
@i: o active reference to the publisher)

[ Formatted:"<=/8):2 "3+Q+$
[ Deleted: 9

[ Formatted:"<=/8):2 "3+Q+$
S Deleted: 40
NL43CD"50QQC045";,04CK;41H"2,0P;26"HC//6H41CD"5C"1D"436C0L"14"53C0/8"DC4"3;76"K6KCOL"/6;[5S h( Deleted: E.41
;4"16;54"43066"26D60;/"H;565"1D"T31H3"K6KCOL"H;D"P6"064;1D68";J460"14"15" (36" [AD26A'DEEBEBS" @ [ Deleted: 40
1KQ/6K6D4;418BQ6D86D4"K6KCOL";//CH;41€D&EE 1CD";/2C0143K5"WC0"676D"PO25X"HA336™168;[" { Deleted: E.41
P6LCD8"436"5HCQ6"CJ"4315";DD6\S"@36"56HCD8"26D60;/"H;56"15"T36D"CPU6H45"06K;1D"06J606DH68";J460'
/CD260"D66868S"@345215600C0"T31H3"06]01065"436"Q0C20;KK60"4C"KC81JL"436"HC86"4C"86/646"06J606D
CPU6H45"T36D"436L";06"DC"/CD260"06]01068S"

6.39,1 Applicability to language

@3606"15","43108"760L"50P4/6"KE6KCOL"/6;["H;56"T36061D"CPU6HA45"K0O40;//L"06J606 DHE"CD6";DC4360"T143(
C045186"06J606DH63MBEZ"[1D8"CJ"86;8/L"6KP0;H6"T3606"CD6"CPU6H4"06J606 DH65";"56 HCD8"CPU6GH4"WCI(
CJ"CPUBH45X"5C"436"56HCD8"CPUBH4W5X"H;D"4"P6"HC//6H468"P0O4"436"56HCD8"CPU6H4WS5X";/5C"06J6061
14&436L"4CC"H;D"4"P6"HOAGIBEEECOQ" 15" [BCHILM/1H"2;0P;26S""NL43CD"Q0C71865";"2;0P;26"HC//6H41CD"
KC80/6"H;//68¢"T31H3"3;5"JODH41CD5"T31H3"6D;P/6"436"Q0C20;KK60"4C"6D;P/6";,D8"815;P/6"HLH/1H"2;0P;26'
HC//6H41CD";5"T6//";5"1D5Q6H4"436"54,46"CJ"CPU6H45"40;H[68"PL"436"HLH/1H" 4GB/ 1CI46BATEDEC 43,4
50P4/6"/6;[5V"H;D"P6"40;H68";D8"6/1K1D;468S

o/ A6/6;56",//"CPU6HA5"T36D"436L",06"DC"/CD260"06]01068S [ Deleted: 6.40E.41.2 Guidance to ] users ]
6.40 Templates and Generics [SYM] [ Deteted: 1 )
{ Deleted: E.42 J

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NLA3CD8R6H; D6& IKEBEKRBD4"43656"K6H3;D15K5S
{ Deleted: 9 }
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6.41 Inheritance [RIP]

Deleted: 2

6.41,1 Applicability to language

-
{ Deleted: E.43
-

Deleted: 2

{ Deleted: E.43

NL43CD"50QQC045"1D36014;DH6"430C023";"3160;0H31H;/"56;0H3"CJ"D;K65Q;H65"54;041D2";4"436"50PH/;E
0OQT;08"430C023"436"50Q60H/;55658I'HR61A/BHE"15";/5C"50QQC0468S".DL"1D3601468"K643C85";06"50PL
436"5;K6"70/D60;P1/14165"43;4"CHHO0"T36D6760"051D2"HC86"43;4"15"DC4"T6//"OD86054CC8S

6.41,2 Guidance to language users

. { Deleted: 2 ]

ol #D36014"CD/L"JOCK"4005468"H/;5565v";D8

{ Deleted: E.43 }

ol e56"NL43CD"5"PIMIBMOK6D4;41CD"W50H3";5"8CH5401D25X"4C"CP4;1D"1DJCOK;41CD";PCO4";"H/;55

P6JC06"1D360141D2"J0CK"14S

6.42 Violations of the Liskov Substitution Principle or the Contract Model [BLP]

6.42.1 Applicability to language

6.42.2 Guidance to language users

6.43 Redispatching [PPH]

Comment [SGM17]: IC46"JOCK"I1H["(C23/:Bsr
Liskov/redispatch/polymorphism, I'm not really the right person
to ask - the folks working on mypy and other typechecking
tools are.

Probably the best way to contact them would be to file an issue
on https://github.com/python/typing/issues asking for their
feedback."

h | Formatted:'<=/g):2 3+Q+s$ )

<[ Formatted:'<=/8):2 "3+Q+$ )

6.43.1 Applicability to language

6.43.2 Guidance to language users

6.44 Polymorphic variables [BKK]

6.44.1 Applicability to language

6.44.2 Guidance to language users

"HSYRH'()* +,4-"1"01234B5560768

33

Comment [SGM18]: (CKK6D4"JOCK"I1H["(C23/;D<

For Liskov/redispatch/polymorphism, I'm not really the right
person to ask - the folks working on mypy and other
typechecking tools are.

Probably the best way to contact them would be to file an issue
on https://github.com/python/typing/issues asking for their
feedback."

Comment [SGM19]: IC46"JOCK"I1H["(C23/:D<

For Liskov/redispatch/polymorphism, I'm not really the right
person to ask - the folks working on mypy and other
typechecking tools are.

Probably the best way to contact them would be to file an issue
on https://github.com/python/typing/issues asking for their
feedback."

[ Deleted: 9 }



Deleted: 3

6.45 Extra Intrinsics [LRM]

[
{ Deleted: E.44
[ Deleted: 3

6.45,1 Applicability to language

{ Deleted: E.44

NL43CD"Q0C71865";"564"@D'AOABILD51H5"T31H3";06"1KQ/1H14/L"1KQC0468"1D4C";//"NL43CD"8HD1Q45S".DL"
7;01;P/65";D8"JODH41CD5"H;D"43606JC06"6;51/L"P6"C76001886D<

x = 'abc'
print (len(x))#=> 3
def len(x):
return 10
print (len(x)) #=> 10

#J"436"6\;KQ/6";PC76"436"R0OMN¢4"JODH41CD"15"C76001886D"T143"/C21H"43;4" T 3363108 AA36"
54;46K6D4"15"6\6HO468"8LD;K1H;//L"5C"436"D6 T"CZ6UMBHAZCD"3;5"DC4"L64"P66D"86J1D68"T36D"436"J1054'
H;/['4Q'en"15"K;86"43606JC06"436:HDTB051CDEII5"H;//68"1D"/1D6")";D8"14"06400D5"436"6\Q6&HUB8"0650/4"W
4315"H;56XS".J460"436n@I0DH41CD"15"86J1D68"14"C76001865";//"06J606 D AR 4CICHBIHRIQCMA1TD " 436"
5H01Q4S"@315"6,P6/}ld6D8CD6C"PL"6\Q/1H14/L"1KQCO44DP&436(HH44CD " T143"436"JC//CT1D2"HC86<

from builtins import len
print (len(x))#=> 3

#475"760L"1KQC04;D4"4C"P6";T;06"CJ"D;K6"065C/041CD"00/65"T36A LS008 LD AF0P/46/56"JC0"43;4"
K;4460XS"8b"@\;KQ/6"P6/CTV"436"C7600181DPDH41CD"15"86J1D68"T1431D";DC4360"JODH41CD";D8"43606JC
DC4"JCOD8"051D2"4380¢61UC0"D;K6"065C/041CD2WSGHGEspace Issues [BJLIXE

x = 'abc'
print (len(x))#=> 3
def f(x):
def len (x):
return 10
print (len(x))#=> 3

6.45,2 Guidance to language users ( Deleted: 3
{ Deleted: E.44

o/ :C"DC4"C7600186"RD14D401D51H5¢c"OD/655";P5C/046/L"D6H655;0L

6.46 Argument Passing to Library Functions [TR]] ( Deleted: 4
{ Deleted: E.45
6.46,1 Applicability to language ( Deleted: 4
{ Deleted: E.45
ABJ60"AC3ESOPQOC20;K"$12D;4006"g15K;4HF g% @Ar ) { 'S9, 'SOPQOC20;K"$12D;4006"g15K;4H3"q%@Ar
A [ Deleted: 4
6.46,2 Guidance to language users - Deleted: £.45
P { Deleted: 'S2Z"$OPQO0C20;K"$12D;4006"g15K;4H3"q%@Ar
AB6J60"ASF$OPQOC20;K"$12D;4006"g15K;4HIB'q% @Ar # [ Deleted: 9
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6.47 Inter-language Calling [D]S] [ Deteted: 5
{ Deleted: E.46

6.47,1 Applicability to language  Deleted: 5
{ Deleted: E.46

NL43CD"3;5";"8CHOK6D468".N#"JC0"6\46D81D2"NL43CD"051D2"/1P0;0165"HC868"1D"("CO"({{S"@36"/1P0;0L\
1KQC0468"1D4C";"NL43CD"KC80/6";D8"0568"1D"436"5;K6"K;DD60";5";"KC80/6"T01446D"1D"NL43CDS"NL43(

JC0"1D460J;H1D2"4C" 48R 0(26"15"8 CHOK 6 D4BA8.&8CH5SQL43CDSCHREKL 9[&H

Comment [SM20]: NO4"06J606DH6"1D"436"P1P/1C20;Q3L"
06J606DH6"436"P1P/1C20;Q3L"W3606",D8")"/1D65"8CTDXS

(CD76056/LV"HC86"T01446D"1D"("CO"({{"H;D"6KP68"NL43CDS"@36"54;D8;08"JC0"6KP6881D2"NL43CD"15"8C
3440Q<&&8CH5SQL43CDSC02&0QLI[&6\46D81D2&EKP6881D2S34K/

@36"EL43CD"5L546K"15P, %88, 1KQ/6K6D4;41CD"43;4"1D460J;H65"T143"E;7;";D8"#OCDNL43CD"Q0C71865"1D.
g1HOC5CJ4"SI'@"/;D20;265S

6.47,2 Guidance to language users | [ Deleted: 5

{ Deleted: E.46

ol e56"436"/;D20;26"1D460J;H6".N#5"8CHOK6D468"CD"436"NL43CD"T6P"5146"JC0"1D460J;H1D2"4C"(&({
T6P"5146"JC0"E;7;V"436"#0CDNL43CD"T6P"5146"JC0"SI'@"/;D20;265V";D8"JCO";//"C4360"/;D20;265"H!
HO06;41D2"1D460K681;0L"("CO"({{"KC8B/8@DH41CD5"1D"436"C4360"/;D20;265"51DH6"K;DL"/;D20;26"
3;76"8CHOK6D468".N#/5"4C"(";D8"({{S

6.48 Dynamically-linked Code and Self-modifying Code [NYY]  Deleted: 6
{ Deleted: E.47

6.48,1 Applicability to language  Deleted: 6
{ Deleted: E.47

NL43CD"50QQC045"8LD;K1H"/1D[1D2"PL "853 2D SA@I®BD4"J64H365";"J1/6"W[DCTD";5";"KC80/6"1D"NL43CLC
HCKQ1/65"14";D8"6\6H0465"436"0650/4;D4"PL46"HC86";4"00D"41K6S"@315"15"436"DCOK;/"T;L"1D"T31H3"6\
K;86";HH6551P/6"4C";"NL43CD"Q0C20;K"43606JC06"NL43CD"15"1D3606D4/L"6\QCH6865CA A HQ@BED, P1/
81JJ606D4"J1/6"4C"P6"1KRQC0468<

ol ./460;41CD"CJ";"J1/6"8106H4CO0L"Q;43"7;01,P/6"4C"H;056"436"J1/6"56,0H3"/CH;46";"81JJ606D4"J1/6"J1
ol 9%760/;,L1D2"CJ";"J1/6"T143";D";/460D;46S

NL43CD";/5C"Q0C718665D;D8"; D't xec'54;46K6D4"6;H3"CIHB "H;D"P6"0568"4C"HO66ENI1D2"HC86<

x = "print('Hello " + "World")"
eval (x) #=> Hello World

G06001//;"Q;4H31D2V";/5C"[DCTD";5"KCD[6L"Q;4H31D2V"15";"T;L"4C"8LD;K1H;//L"KC81JL";"K&a 5" CO"H/;55'
4C"6\46D8V"C0"50P7604"43610"Q0CQHERHE20/GM01PO465S"#4 "H;D"P6";"8;,D260C05"Q0;H41H6"P6H; 056" CL
bQ;4H368c";DL"C4360"KC80/65"C0"H/;5565"43;4"056"436"KC81J168"H/;55"C0"KC80/6"K;L"ODT1441D2/L"P6"(
8C65"DC4"8C"T3;4"436L"6\Q6H4"T31H3"HCO/8"H;056"0OD6\Q6H468"0650/45S

6.48,2 Guidance to language users | { Deteted: 6

)
J

ol .7C18"051B2%c"C08val”D8'never'056"43656"T143"0D410GEES"
ol i6"H;06J0/"T36D"051D2"G0O6001//;"Q;4H31D2"4C"6D5006"43;4";//"05605"CJ"436"Q;4H368"H/;5565"; o«

Comment [SM21]: @315"K;L"DC4"P6"8LD;K1H;//L"/1D[68"H
436"06HCKK6D8;41CD"15"2CC8"WUO54"K;LP6"6/56 T3606XS

)

HCD41DOG"4C"JODH41CD";5"6\Q6H468v"HCD7605ﬂDL\'ﬂ'—1EJB6T4364@J;4H365"H/;5565";D8&C0"KC80’,/{55EIeted: 9
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43;4"LCO0"HC86"15"051D2"4C";7C18"OD6\Q6H468"0650/45v";D8"
o/ 'D5006"43;4"436"J1/6"Q;43";,D8"J1/65"P61D2"1KQC0468";06"JOCK"4005468"5CO0H65S

6.49 Library Signature [NSQ] ( Deleted: 7
{ Deleted: E.48
6.49,1 Applicability to language ( Deleted: 7

{ Deleted: E.48

NL3CD"3;5";D"6\46D5176".N#"JC0"6\46D81D2"C0"6KP6881D2"NL43CD"051D2"KC80/65"T01446D"1D"(V"E;7;V";C
\46D51CD5"436K56/765"3;76"436"QC46D41,/"'JC0"70/D60;P1/14165"6\QC568"PL"436"/;D020,;26"0568"4C"HC86"4!
T31H3"15"P6LCD8"436"5HCQ6"CXE315";DD6

NL43CD"8C65"DC4"3;76";"/1P0;0L"512D;4006"H36H[1D2"K6H3;D15K"P0O4"145".N#"Q0C71865"JODH41CD5";D8"F
6D5006"43;4"436"512D;4006"CJ"436"6\46D51CD"K;4H365"436"6\Q6H468"H;//";020K 665D 8I4LQ656S " $66"
Signature Mismatch [OTR]S

6.49,2 Guidance to language users [ Deleted: 7

{ Deleted: E.48

o/ e56"CD/L"4005468"KC80/65";5"6\46D51CD5v";D8
o/ #J'"HC81D2";D"6\46D51CD"041/1'6"NL43CD"5"6EIEI0D), " NECD6HA4"512D;4006"K;4H3S

6.50, Unanticipated Exceptions from Library Routines [HJW] [ Deleted: 48
{ Deleted: E.49
6.50,1 Applicability to language ( Deleted: 48

{ Deleted: E.49

NL43CD"15"CJ46D"6\46D868"PL"1KQC041D2"KC80/65"HC868"1D"NL43CD";D8"C4360"/;D20;265S"_C0"KC80O/65
NL43CD"436[811.DH/086<

o/ #D460H6Q41CD"CJ";D"6\H6Q41CD"43;4"T;5"1D46D868"JC0";"KC80/6"5"1KQC0468"6\H6Q41CD"3;D8/1D2
71H6"7605;Xv";D8

o! eDlD46D868"0650/45"806"4C"D;K65Q;H6"HC//151CIZQMH{GBQOEB'#BSOGSS"qu}S"G/SGTSGOG"lD'f{,,.»/‘{ Deleted: ' S))

4315";DD6YXS
_C0"KC80/65"HC868"1D"C4360"/;D20;265"436"015[5"1DH/O86<

o/ eD6\Q6H468"460K1D;41CD"CJ"436"Q0C20;Kv";D8
o/ eD6\Q6H468"5186"6JJ6H45"CD"436"CQ60;41D2"6D710CDK6D4S

. [Deleted: 48

6.50,2 Guidance to language users | Deleted: E49
[ Deleted: 49

o! FO;Q"H;//5"4C"/lPO;OL"OCO41D65";D8"056"6\H6Q41CD"3;D8/1D2"/CZ1H"4C"1D460H6Q4";D8"3;D8/6"6){ Deleted: E.50

QO;H41H;P/6S /| comment [SGM22]: 'K;1/"J0CK"ITH['(C23/;D"W)#2)+X

- the "pre-processor directives" section isn't strictly true: "from
__future__ import feature" is a compile-time directive, and the
encoding cookie declarations in source headers allow for

" . nqgn " . el " . 1 arbitrary source->source translations when loading source
@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CD"P6H; 056 DIAK CEHABIACTOH6 IS, TG (et (healk G S el pe o & 1
flexibility for runtime code to change how imports in other parts
of the program are actually handled.

6.51 Pre-processor Directives [NMP]

/| Deleted: 9

36 PHSYRH () +,.-"/"012345"0656(
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6.52 Suppression of Language-defined Run-time Checking [MXB] | | Deleted: 50

@315"70/D60;P1/14L"15"DC4";QQ/1H;P/6"4C"NL43CC8R6H; 068" | ZBCREH3;D15K"JC0"50QQ06551D2"00D
41K6"600C0"H36H[1D2S"@36"CD/L"50QQ06551CD";7;1/;P/6"16AGGHEEBQQE5E 5D 051 D2"436"HCKK; D8"
/1D6'F"CQ41CD"T31H3"50QQ065565"436"Q01D41D2"CJ"T;0D1D25"P04"8C65"DC4";JI6H4"436"6\6HO41CD"C.

6.53,Provision of Inherently Unsafe Operations [SKL] [ Deleted: 51
{ Deleted: E.52

6.53,1 Applicability to language [ Deleted: 1
{ Deleted: E.52

NL43CD"3;%0L"J6T"CQ60;41CD5"43;4",06"1D3606D4/L"0OD5;J6S"_C0"6\;KQ/6V"43606"15"DC"T;L"4C"50QQ065
H36H[1D2"C0"PCOD85"H36H[1D2S"hCT6760"43606";06"4TC"CQ60;41CD5"Q0C71868"1D"NL43CD"43;4",06"1D
;DL"/;D20;26<

ol #D460J;H65"4C"KC80/65"HC8681D20O436H'51DH6"436L"HCO/8"6;51/L"71C/;46"436"56HO014L"CJ"436"t
6KP68868"NL43CD"HC86Y";D8
ol e56"CJ"436Kec";D8"eval'8LD;K1H"6\6HO41CD"JODH41CDSWEGELally-linked Code and Self- |

modifying Code [NYY]XS

6.53,2 Guidance to language users ( Deleted: 1
{ Deleted: E.52

o/ e56"CD/L"4005468"KC80/65v";D8
ol . 7C18"436"056"CJe436"",D8"eval"'JODH41CD5S

6.54, Obscure Language Features [BRS] [ Deleted: 2
{ Deleted: E.53
6.54,1 Applicability of languagel Comment [SGM23]: 'K;1/"JOCK"I1H["(C23/;D"W) 52y +X

- the asyncio infrastructure has introduced a number of new
"obscure language features" for use by event loop
NL43CD"3;5"5CK6"CP5H006"/;D20;26"J6;40065";5"865H01P68"P6/CT< implementors (e.g. there's a hook that gets called any time a

native coroutine is created)

_ODH41CD5";06"86J1D68"T36D"616HO468<

[ Deleted: 2
a=1 [ Deleted: E.53
while a < 3:
if a == 1:
def f():
print ("a must equal 1")
else:
def £():
print ("a must not equal 1")
£0)
a +=1
@36"JODH41TI86J1D68";D8"0686J1D68"4C"0650/4"1D"436"CO4Q04"P6/CT<
a must equal 1
a must not equal 1

[ Deleted: 9
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."JODH41CD"5"7,01;P/65",06"86460K1D68"4C"P6"/CH;/"C0"2/CB;/1G35p 21 54,4DH41CD"CD/L"06J606 DH65";"
7;01;P/6";D8"D6760";5512D5";"7;/06"4C"14"436D"14"15";550K68"4C"P6"2/CP;/"C4360T156"14"15";550K68"4C"P6'

;8868"4C"436"JODH41CD"5"D;K65Q;H6S"@315"15"HC76068Z%)"80K61364;41TD"CJ"R;01;P/85"qf.Rr

{ Deleted: ' S)9

."JODH41CD"5"86J;0/4";020K6D45",06",5512D68"T36D'¢fDEXNADCIA"T36 D" pAEdinted<

def f(a=1, b=[]):
print(a, b)
a +=1
b.append ("x")

£0)

£0

£0)

@3&04Q04"JOCK";PC76"15"4LQ1H;//L"6\Q6H468"4C"P6<

1
1
1

[]
[]
[1]

i04"1D546;8"14"Q01D45<

1
1
1

[
['x"]

['x',

x']

@315"15"P6H;056" D6 DI3B0",06"06;5512D68"T360 % ulled T1430",020K6D45"P6H;056"436L"T606";5512D68"
7;,/065"T36D"436"JODH41CGfhed'S"@36"/CH;/"7;013R6I606DH65";D"1KKO4;P/6"CPUBH4"W;D"1D46260X"5C
CPU6H4"15"H06;468"T36D*436!"54;46K6D4"15"H06;468";D8"436"86J;0/4"7;/06"020KBB4"06K;1D5"
ODH3;D268S"@36"K04;P/6"/154"CF' 064468 1D"Q/;H6";D8"4305 " b 208 B F¢3TE T "H;1/S"

@36"="%Q60;4C0"8C65"DC4"TCO[";5"K1234"P6"6\Q6H468"IC0"KO4;P/6"CPUBH45<

1
+=1

X
X
#=> 2

print (x) (Works as expected)

i04"T36D"T6"Q60JCO0K"4315"T143";"KO4;P/6"CPUBH4<

(1,
x

X = 2, 3]
y
print (id(x),
[4]

print (id(x),
x + [5]
print (id(x),

print(x,y) #=>

id(y))#=> 38879880 38879880

X +=
£

id(y)) #=> 38879880 38879880

X
id(y)) #=> 48683400 38879880

(1, 2, 3, 4, 51 [1, 2, 3, 4]

","D6

- { Formatted:"()546D

{ Formatted:"?/+5*D

/| Deleted: 9
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@36"="CQ60;4C0"H3;D26ED"Q/;H6"T31/6"436" x + [5]'H06;465";"D6T"/154"CPU6H4"T31H3V";5"436"6\;KQ/6"
;PC76"53CTA8"DC4"436"5;K6"/154"CPUGME4MBABI606DHE5S"@315"15"NL43CD"5"DCOK;/"3;D8/1D2"JC0"; /"
;5512DK6D45"W1KKO4;P/6"CO"KO#BBH6™;" D6 T"CPU6H4";D8";,5512D"4C"14"436"7;/06"H06;468"PL"67,/0;41D2
6\Q06551CD"CD"436"01234"3;D8"5186"WAh$X<

x =1

print (id(x)) #=> 506081728
x =x + 1

print (id(x)) #=> 506081760

10;/14L"WC0"6]017;/6DH6X"06J605"4C"4TC"C0"KC06"CPU6H45"3;71D2"436"5;K6"7;/06 S**#aQEI#B5d'68"0510
T31H3"H;D"43C0234"CJ";5"436"p15"6]0;/"4C"4654"S"%D"436"C4360"%bDey I NIEAGBI066 "HCD5186068"
186D41H;/"CD/L"1J"436L"06J606DH6"436"5;K6"CPU6H4"W1D"T31H3"H;56"436L"TCO/8V"CJ"HCO056V"P6"6]01
6\;KQ/6<

a = [0,1]

b =a

c = [0,1]

a is b, b is ¢, a == ¢ #=> (True, False, True)

a ;D8"06"PC43"D;K65"43;4"06J866486"5;K6"CPU6H45"TBHME06DH65";"811J606D4"CPU6H4"T31H3"3;5"436"
5;K6"value",5"PCA43",D8'bS

NL43CD"Q0C718654P0H/56565"JC0"Q6051541D2"CPU6EH45"4C"6\460D;/'54C0;26"JC0"0640167;/"/;460S"@36"H
including its methodsV"15"5601;/1@B8'A/6"WC0":ig$X";D&D64;D41;468";4";"/;460"41K6"PL";DL"Q0C20;K"T31H3"3;t
;HH655"4C"43;4"J1/6&:ig$S"@315"3;5"436"QC46D41;/"'IC0"1D40C80OH1D2"0C206"/C21H"1D"436"JCOK"CJ"CPL
50P54140468"J1/6"C0":ig$S

NL43CD"50QQC045"Q;551D2"Q BIKE60508",5"1D<

2 = myfunc(x =1, y = "abc") M,,,,»«'{Formatted:'“()546D

@315"H;D"K;[6"436"HC86"KC06"06;8;P/6";D8";//CT5"CD6"4C"5[1Q"Q;0;K64605S"#4"H;D";/5C"0680H6"600C05"F
HCDJO51D2"436"C0860"CJ"Q;0;K64605S

6.54,2 Guidance to language users 7 ( Deleted: 2

{ Deleted: E.53

'D5006"43;4";"JODH4 B6DI DHB"P6JC06";446KQ41D2"4C"H;//"14v"i6";T;06"43;4";"JODH41CD"15"86J1D68"8LD;K
HCKQC5141CD";D8"CQ60;41CD"K;L"7;0L"806"4C"7;01;41CD5"1D"436"J/CT"CJ"HCD40C/"T1431D"436"86J1D1L

ol i6"T;06"CJ"T36D";"7;01;P/6"15"/CH;/"760505"2/CP;/v

ol :C"DC¥56"K04;P/6"CPUEH45";5"86J3;0/4"7;/065"JC0";020K6D45"1D";"JODH41CD"86J1D141CD"OD/65¢
D668"4C";D8"LCO"0OD86054;D8"436"6JJ6HA4V

ol i6"T;06"43;4"T36D"051D2"438CQ60;4C0"CD"KO4;P/6"CPU6H45"436"CQ60;41CD"15"8CD6"1D"Q/;H6V"

ol i6"HC2D1";D4"43;4";586245"4C"CPU6H45V"KO4;P/6";D8"1KKO4;P/6V";/T;L5"H06;46"" D6 T"CPUBEH4V"

o/ eD86054;D8"436"81JJ606DH6"P64T66D"6]017;/6DH6";D8"6]0O;/14L";D8"HC86";HHC081D2/Lv";D8

ol 'D5006"43;4"436"11/6"Q;43"0568"4C"/CH;46";"Q60515468"J1/6"C0":igheLelHOROBH LT FLEFBEIS"

[ Deleted: 9
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;D"OD4005468"5CO0H6S

6.55 Unspecified Behaviour [BQF] { Deteted: 3
{ Deleted: E.54
6.55,1 Applicability of language  Deteted: 3

{ Deleted: E.54

eD86054;D81D2"3CT"NL43CD"K;D;265"186D414165"P6HCK65"/655"H/6;0"T36D";"5H01Q4"15"00D"051D2"1D462!
5401D25X<

a=1
b=a
c=1
a is b, b is ¢, a == ¢ #=> (True, True, True)

#D"436"6\;KQ/6";PCZ606J606DHE5"436"5;K6"CPUSHIB 5" 676D"43C0O23;,5"D6760";5512D68"4C"64 43B0"
bS"@315"15";"DO;DH6E"CJ"3CT"NL43CD"15"CQ41K1'68"4C"H;H36"53C04"5401D25";D8"5K;//"1D462605S"%4360"
186D4145";PC76V"4315"DO;DH6"3;5"DC"6JJ6H4"CD"436"/C21H"CIM86KIDE 243 DRL D2"436"7;/@EACY"

‘ T1//"DC4",JJ6HIMXS"A6J60",/56FED20;26"HCDHBQ45 { Deleted: ' S)S)"w6L"(CDH6Q45

F36D"Q605154CPREH45"051D2"Q1H[/1D2V"1J";D"6\H6Q41CD"15"0;1568"436D";D"OD5Q6H1J168"DOKP60"CJ"PI
;/06;8L"P66D"T01446D"4C"436"J1/6S"

6.55,2 Guidance to language users [ Deleted: 3
{ Deleted: E.54

o/ :C"DCA4"06/L"CD"436"HCD46D4"CJ"600COBE5SE265041CD"CPU6HA5"1D546;8v"

o/ F36D"Q651541D2"CPU6H4"051D2"Q1H[/1D2"056"6\H6Q41CD"3;D8/1D2"4C"H/6;D0Q"Q;041;//L"T01446D".

o/ :C"DC4"86Q6D8"CD"436"T;L"NL43CD"K;L"C0"K;L"DC4"CQ41K1 6"CPU6H4"06J606DH65"JC0"5K;//"1D4626
CPU6H45"P6H;056"14"K;L"7;0L"JC0"6D710CDK6D4Y&;96676D" 480 D&6"'6D710CDK6D4AS

6.56 Undefined Behaviour [EWF] { Deleted: 4
" peleted: E.55

6.56,1 Applicability to language { Deleted: 4
{ Deleted: E.55

NL43CD"3;5"0D86J1D68"P63;71C00"1D"436"JC//CT1D2"1D54;DH65<

o/ (;H31D2"CJ"1KKO4;P/6"CPUEH45"H;D"0650/4"1D"WC0"DC4"0650/4"1DX";"51 B8 "RPYE8ACR61D2"06J60!
KC06"7;01;P/65S5"(CKQ;01D2"436"7;01;P/65"JC0"6]@3AMABH6AN== bX"T1/",/T;L5"L16/8%ue"
PO4"H36H[1D2"JC0"6]O;/14L"WOSPOZAIBX"K;LV"C0"K;L"DC4V"86Q6D86D4"CD"436"1KQ/6K6D4;41CD<

a =1
b =2-1
print(a == b, a is b) #=> (True, ?)

o/ @36"56]06DH6"CJ"[6L5"1D";"81H41CD;0L"15"0OD86J1D68"P6H;056"436"3;531D2"JODH41CD"0568"4C"1L
OD5Q6H1J168"43606JC06"81JJ606D4"1KQ/6K6D4;41CD5";06"/1[6/L"4C"L16/8"81JJ606D4"56]06DH65S

o/ @36'uture'H/;55"6DH;Q50/;465"436";5LDH30CDCO5"6\6HO41CD"CJ";"H;//;P/6S"@36"P63;71C0O0"15"OD¢
4364dd_done callback (fn) 'K643C8"WT31H3";44;H365"436"HiRE"436"J04006X"0;1565";"
BaseException'50OPH/;55S

o! gC81JLlD2“436"81H41CD;OL"064OOE)68“5PE@B@"3;5'[0.8631D68"6.]J6H45"T36D"0568"4C"06401676“4§Q;'e|eted: 9

40 I"HSYRH () +,- "/I"012345"0656(
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81H41CD;88%M5'436"D;K65Q;H6X"JCO";D"CPUGH4S
_COK"J668"H3;0;,H4605"0568"JC0"1D86D4;41CD"3,76";D"OD86J1D68"6JJ6H4"CD"436"H3;0;,H460"HCOL
86460K1D6"436"5HCQ6"CJ","P/CH[S

@3@atch warnings"JODH41CB@MED46\4"K;D;260"H;D"P6"0568"4C"46KQCO0;01/L"50QQ0655"T;0D1
K655;265"P04"14"H;D"CD/L"P6"20;0;D4668"¥306862/6Q/1H;41CD"C4360T156 VOIBEC06"
4306;85";,06";H4176V"436"P63;71C00"15"0D86J1D68S
F36D"5C041D2";"/154"05H22"486'K643C8W46KQ41D2"4C"1D5Q6H4"C0"K0O4;46"436"HCD46D4"CJ"436"
0650/4"1D"0D86J1D68"P63;71C0O0S
@36"C0860"CJ"5C04"CJ";"/154"CJI5645VE05L DRV ™15"0D86J1D68";5"15"436"056"CJ"436"JODH41CD"C
;"1154"CJ"5645"43;4"86Q6D8"CD"4C4;/'C08601D2'SOHBE!) , ;D8"sorted()S
eD86J1D68"P63;71CO0"T1//"CHHO0"1J";"4306;8"6\145"P6JC06"436"K;1D"Q0CH68006"JOCK"T31H3"14"
1456/J"6\145S

6.56,2 Guidance to language users |  Deleted: 4

{ Deleted: E.55

eD86054;D8"436"81JJ606DH6"P64T66D"46541D2"JCAIGID &Y, KEDE D8 "6]O;/14LIB0"6\;KQ/E"
1sX";D8"D6760"86Q6D8"CD"CPU6H4"186D414L"46545"4C"Q;55"C0"J;1/"T36D"436"7;01;P/65"06J606DH!
CPU6H45v
:C"DC4"86Q6D8"CD"436"56]O6DH6"CJ"[6L5"1D";"81H41CD;0L"4C"P6"HCD51546D4";M0C55"1KQ/6K6D4
F36D"/;0DH31D2"Q;04&[5"8CD"4"0;15G s'eExcept ion'5OPH/;55"1D";"H;//;P/6" 11436 e "H/;55V
16760"KC81JL"436"81H41CD;0L"CPU6H4 0640888 PL";"
16760'056"JCOK"J668"H3;0;H4605"JC0"1D86D4;41CDv
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with open('mylog.txt') as infile, open('a.out', 'w') as outfile:
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6.64 Reliance on External Format String [SHL]
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7. Language specific vulnerabilities for Python
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Speaking of clocks & timing, there are some use cases that

time.time() or time.clock()
: https://www.python.org/dev/peps/pep-0418/#time-monotonic"

Windows applications should also be aware of the fact that
Python 3.6

always uses utf-8 for binary filesystem and console interfaces:
https://docs.python.org/dev/whatsnew/3.6.html#pep-529-
change-windows-filesystem-encoding-to-utf-8

Non-Windows applications should be aware of the fact that
Python 3.7+

will attempt to coerce the C locale to C.UTF-8 (or an equivalent
locale), and that implementing that behaviour is an approved
option

for redistributor's Python 3.6 implementations (e.g. the system
Python

in Fedora implements the option).
https://www.python.org/dev/peps/pep-0538/ has the details of
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6.32 Off-by-0ne Error [XZH ] s P
6.33 Structured Programuming [EVY D] ——— g, '
6.34 Passing Parameters and Return Values [CSJ]m i f—n—— R
6.35 Dangling References to Stack Frams [D ]I s s g
6.36 Subprogram Signature Mismatch [T R I S ———: e
6.37 Recursion [GDL]Jm i sy
6.38 Ignored Error Status and Unhandled Exceptions [OYB]!I""""
6.39 Termination Strategy [REU]I™ s

6.40 Type-breaking Reinterpretation of Data [AM /][
6.41 Memory Leagk [XY[L]Jmm i s

6.42 Templates and Generics [SYM]I
6.43 Inheritance [RIPJIM ! m————amqq
6.44 Extra Intrinsics [LRM]!

6.45 Argument Passing to Library Functions [TRJ I e s s e s
6.46 Inter-language Calling [DJ S IR —————nn———,: "rE"
6.47 Dynamically-linked Code and Self-modifying Code [NYY]I" s r
6.48 Library Signature [N S Q ]I R R e e
6.49 Unanticipated Exceptions from Library Routines [HIW]!"" ™
6.50 Pre-processor Directives [NP]I i )
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6.51 Suppression of Language-defined Run-time Checking [MXB

-ﬂ_l:llll
&

6.52 Provision of Inherently Unsafe Operations [SKL]!™

6.53 Obscure Language Features [BRS]!

6.54 Unspecified Behaviour [BQ F I —m———— gy, N
6.55 Undefined Behaviour [E R T
6.56 Implementation-defined Behaviour [FAB I R s e
6.57 Deprecated Language Features [MEM]!™" L) B
6.58 Concurrency — Activation [CGA] "™ T
6.59 Concurrency — Directed termination [CGT I ——————‘— ———e ey LA
6.60 Concurrent Data Access [CG X I R ———————s, R &
6.61 Concurrency — Premature Termination [CGS] I i ——————— "R’
6.62 Protocol Lock Errors [CG M I e e r"

IIIIIIIlllllIII"IIIIIIIIEI,')II"
6.64 Use of unchecked data from an uncontrolled or tainted source [EFS]Im B
6.65 Uncontrolled Format String [SH L] !IlllllIIIIIIllllIIIIIIllllllIIIIIIIlllllIllllllllllllllllllllll"llllllIlllllIIIIIIlllllIIIIIllllllllllllllllllll"llllllII"llllllII"IIIIIIIIIIIIIIIIE&,

6.63 Inadequately Secure Communication of Shared Resources [CGY][m

7. Application Vulnerabilitigg R s "R&&
7.1 Generg] R&&
7.2 Termin g gy e Ri&&
7.3 Unspecified Functionality [BY Q] e R&&

7.4 DlstingUIShed Va|ue5 in Data TypeS [KLK]!IIIlllllllllIllllIlllIIllllIlIIIIIlllllllIIllllllllllllllllllllllllIIllIIllllIIllIIllllIIllIIllllllllllllllllllllllllllIlIIIllllIIlIIIIIIIIE&II_IIIII




7.5 Adherence to Least Privilege [XY NI ittt s i —w—— s aaa s e &
7.6 Privilege Sandbox Issu@s [XY QI R R "RE.
7.7 Executing or Loading Untrusted Code [XYS]I it it &
7.8 Memory Locking [XZX]!
7.9 Resource Exhaustion [XZp]rm iy
7.10 Unrestricted File Upload [CB R s &+
7.11 Resource Names [HT G R R e R
7. 02 Injection [RG T R
7.13 Cross-site Scripting [XYT]Im e R A
7.14 Unquoted Search Path or Element [XZQ I s s e s gy e

] IIIIIIIIlllllllIIIlllIIlIIIllllIIllIIllllIIlIIIllllllllllllllllllIIlllllIIIIIlllllIllIIllllIIlIIIllllllllllllllllllllIllllIIIIIIIIIIIIllIIllllIIlIll&lll*lllll

7.15 Improperly Verified Signature [XZR

7.16 Discrepancy Information Leak [XZL]!I|lI||llllI|lI||llllIllI||llllI|lI||llllI|l|||llllllllllllllllll||llllIIll||llllIIll||llllIIll||llllllllllllllllIll||llllIIll||llllIIIIIII"IIIII“&I:I_IFI"
7.17 Sensitive |nformation Uncleared Before Use [XZK]!lI||llllIIlI||llllIIlI||llllIIlllllllllllllll"llllll lllll&lr,
7.18 Path Traversal [E VW R R T R R/

lllllllIIIllllIIIIIIllllIIIIIIIIIIIIIIIIIlllllllIllllllllllllllllllllllllllIIllIIllllIIlIIIIIllllllllllllllllllllllllllIIIllllllllll&r,llll

O

7.19 Missing Required Cryptographic Step [XZS]
7.20 Insufficiently Protected Credentigls [XY ]I ima s sy R/
7.21 Missing or Inconsistent Access Contrl [XZ N/ s —————n o, "R
7.22 Authentication Logic Errgr [XZ O] i, R
7.23 Hard-coded Password [XY P s e B/
7.24 Download of Code Without Integrity Check [DLB]I"! e B
7.25 Incorrect Authorization [BJE I A ———————— g, B
7.26 Inclusion of Functionality from Untrusted Control Spherg [DHU]I ittt o f 4
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7.27 Improper Restriction of Excessive Authentication Attempts [WPL]Im i
7.28 URL Redirection to Untrusted Site ('Open Redirectl) [PYQ] !IllIIllllllllIllllllIIIIIlllllIIIIIIIllllllIIlllllllllllllllllllll"lllllIII"IIIIIIIIlllllllllllEI.l:lllllll
7.29 Use of a One-Way Hash without a Salt [V s "RU&

8. New Vulnera bilities!"" ""&I."_mluu
8.1 Generg]m i B
8.2 MmOl gy e R.-
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Annex A (informative) Vulnerability Taxonomy and List!"" e
AL G B
A.2 Outline of Programming Language Vulnerahiligigg" ! i s s K/
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A.3 Outline of Application Vulnerabilitie
A4 Vulnerability List R s R
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Annex B (informative) Language Specific Vulnerability Template

Annex C (informative) Vulnerability descriptions for the language Adag ! i mmm——m“"w '
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C.1 Identification of standards and associated documentation"

IIIIlllllIllIIllllIIlIIIIIllIIlIIIllllIIlIIllllllllllllllllllllllllllllllIIIlllIIlIIIllllIIIIIIllllllllllllllllllllllllllllIIllllIIllIIllllllllllllllllllEllll
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C.2 General terminology and concepts
C.3 Type System [IH N R AR s B
C.4 Bit Representation [ST R AR AR e "R
C.5 Floating-point Arithmetic [PLF] I ®")
............... NG

C.6 Enumerator Issues [CCB]!

C.7 Numeric Conversion Errors [FLC]!
C.8 String Termination [C V]I R "R
C.9 Buffer Boundary Violation (Buffer Qverflow) [HCB IR e R
C.10 Unchecked Array Indexing [XYZ]!
C.11 Unchecked Array Copying [XY\\]rm i
C.12 Pointer Casting and Pointer Type Changes [HEC I s e B+




C.13 Pointer Arithmetic [RY/G R R "R
C.14 Null Pointer Dereference [XYH I T R(,
C.15 Dangling Reference to Heajp [XY ]I i s g ()
C.16 Arithmetic Wrap-around Error [FIFJ s f———iuntr gy 1111
C.17 Using Shift Operations for Multiplication and Divisign [P R]I it (&
C.18 Sign Extension Erpgr [XZ ]I mam R "R(&
C.19 Choice of Clear Names [NA ]I s s — — i/  ag g R(&
C.20 Dead store [V X Qe R
C.21 Unused Variable [YZS ]I ——— R(="
C.22 Identifier Name Reuse [YOWy/] It A(
C.23 Nameespace [ssues B I R R "R
C.24 Initialization of Variables [LAY/]I" Ri(/
C.25 Operator Precedence/Order of Evaluation [JCW]! "R
C.26 Side-effects and Order of Evaluation [SA] I s i m—mw g
C.27 Likely Incorrect Expression [KO A e A ———— gy &
C.28 Dead and Deactivated Code [XY QI i s s ¢
C.29 Switch Statements and Static Analygis [CLL] I T —————_—_—" R
C.30 Demarcation of Control Flow [EOQJ]!"" LAY
C.31 Loop Control Variables [TEX]I" &)
C.32 Off-by-0one Error PXZH ] A T R &)™
C.33 Structured Programming [EVY DI L ——e vy, R (*
C.34 Passing Parameters and Return Valugs [CS ] e m———am "R
C.35 Dangling References to Stack Frames [D C V]I m———me "R
C.36 Subprogram Signature Mismatch [OTR] I ——————ngpg s Oy
C.37 RECUIS N [G D LR —————— gy B
C.38 Ignored Error Status and Unhandled Exceptions [QYB]I" st mmmmmmmasiitimi &),
C.39 Termination Strategy [REU]I"" R)&
C.40 Type-breaking Reinterpretation of Data [AMV]!I"" "RY&
(4L VI OFY L@@k XY L e 111111 11111 1111111010113 A 1100 0
C.42 Templates and Generics [SY M IR i —— g, K-
C.43 Inheritgngce [RIP]IM sttt R )
C.44 Extra Intrinsics [LRM]! Ry
C.45 Argument Passing to Library Functions [TRJ] gy
C.46 Inter-language Calling [DJG ]I R ——————_ ., B.
C.47 Dynamically-linked Code and Self-modifying Code [NYY]I i s By
C.48 Library Signature [NGQ I I —— oo, &)
C.49 Unanticipated Exceptions from Library Routines [HJ ]I f— St —w——ygyy

C.50 Pre-Processor Directives [NV P I i —— g, ®)'
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C.51 Suppression of Language-defined Run-time Checking [MXB]
C.52 Provision of Inherently Unsafe Operations [SKL I i mmmmmmiim R
C.53 Obscure Language Features [BRSG][ it ammmmmmmesss: rm————i—.—.—— gy
C.54 Unspecified Behaviour [BQ ]I i i mmm———nsn s, "®)(
C.55 Undefined Behaviour [EVY/F]I s s s s &)
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C.56 Implementation-Defined Behaviour [FAB
C.57 Deprecated Language Features [M EM] !llllllllllllllllllllllllllllIIIIII"IIIIIIIIllllIIIIIIIIIIIIIIIIllllllllllllllllllllllllIIllIIllllllllllllllllllllllllllIIIIIlllllllllllllll&)qllllll
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C.58 Implications for standardization!
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Annex D (informative) Vulnerability descriptions for the language C
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D.1 Identification of standards and associated document

D.2 General termin0|0gy and conceptsrllllllIIIIIIIlllllllIIIlllIIlIIIlllllIIIIIlllllIllllllllllllllllllllllIIIllllIIlIIIllllIIlIIllllllllllllllllllllllllllllIIIllllIIIIIIllllllllllllllllll&*l&




D.3 Type System [[HN]m i

D.4 Bit Representations [STR]f i

D.5 Floating-point Arithmetic [PLF]!"™"

D.6 Enumerator Issues [CCB]!

D.7 Numeric Conversion Errors [FLC]!

D.8 String Termination [CJ ]I L e R

D.9 Buffer Boundary VIO|ati0n (Buffer OVerﬂoW) [HCB] !llllllllllIlIIIIIlllllIIIllllIIIIIIllllIIlIIllllllllllllllllllllllllllllllIIIlllIIlIIIllllIIllIIllllllIIllllllllllll&lq_,

D.10 Unchecked Array Indexing [XYz]I i R+~

D.11 Unchecked Array Copying [XYW]!" RH+-

D.12 Pointer Casting and Pointer Type Changes [HFC] s R

D.13 Pointer Arithmetic [RY/G] I s s e s "R

D.14 Null Pointer Dereference [XYH ] e i —— R+.

D. 15 Dangllng Reference tO Heap [XYK] !IlllllllIIIllllIIlIIIllllII nnnnnnn llllllIllIIllllIIlIIIIIlllllllIlllllllI&l:‘_ll-l

D. 16 Arlth metIC Wra p_a rou nd EI’I’OI’ [FI F] -rlIIIIIlllllllIIIlllIIlIIIllllIIllIIllllIIlIIIllllllllllllllllllIIlllllIIIIIlllllIllIIllllIIlIIIllllllllllllllllllllIllllIIIIIIIIIIIIllIIllllIIlIll&l:’_l(lll

D. 17 USIng Shlft Operations for M U|t|p|lcati0n and DIVISIOI’] [PI K] !llllIIllIIlllllIIIIIlllllIllIIllllIIlIIIlllllllllllllllllllllllllIIIIIIllllIIIIIIIlllllllIIlllqu)llllll

D.18 Sign Extension Erpor [XZ[] I o s s, )

D.19 Choice of Clear Nammesg [N A I I ., Ki+)

D-20 Dead Store [WXQ] !"""" """"""""""""""" """&l_l’_l*ll"

D.21 Unused Variablg [YZS R

D.22 Identifier Name Reuse [Y O N1 s "B+

D.23 Namespace [SguU@s [BJ LI s "R

D.24 Initialization of Variables [LAY/] Iy

D.25 Operator Precedence/Order of Evaluation [JCW]I"™™"

D.26 Side-effects and Order of Evaluation [SAM] I

D.27 Likely Incorrect Expression [KQA]I it

D.28 Dead and DeaCtlvated COde [XYQ] .rllllIIlIIIllllIIlIIIlllllIlIIIllllIIlIIIlllllllllllllllllllllllllIIIIIlllllIlIIIIIlllllIIIllllIllllllllllllllllllllIIIIIIllllIIIIIIIlllllllIIlllllllI?l;l_lllll

D.29 Switch Statements and Static Analysis [CLL] I ——————s LA

D.30 Demarcation of Control Flow [EQJ]I i

D.31 Loop Control Variahlgs [T EX ] s L

D.32 Off-by-one Error [XZH I —— L

D.33 Structured Programming [E N D] R ————————— g !-,

LI T LD S
L]

D.34 PaSSIng Parameters and Return Va|ue5 [CSJ] !llIIlllllIIIIIlllllllllllllllllllll T

D.35 Dangllng References tO StaCk Frames [DCM] .rlllllllllllIIIlllllllIIllllIIllIIlllllIllIIllllllllllllllllllllllllllllIIIllllIIIIIIllllIIIIIIIllllllllllllllllllIIllllIIlIIIll!-ll’l*IIll

D.36 Subprogram Signature Mismatch [OTR] !IlllllIlIIIIIlllllIIIllllIIIIIIllllIIllIIllllIIlllllllllllllllllllllllIIllllIIlIIIlllllIlIIIlllllllllllllllllllllllllIIlIIIllllIIlIIIllllII.LI:IkHIIIIII

D.37 RECUFSIOI’] [GDL] !IIIIIIllllIIlIIIllllIIlIIIllllIIIIIIIlllllllIIIllllllllllllllllllllllllIIIIIIlllllllIIIlllllllIIllllllllllllllllllllllllllIllIIllllIIlIIIIIlllllllllllllllllllllllIIIIIIllllIIIIIIIIIIIIIIIIIII!:I’II i

D.38 Ignored Error StatUS a nd Unhandled EXCEptIOhS [OYB] !llIIIIIIIIIIIIIIIIIlllllllIIIlllIIllIIlllllIllIIlllllllIllllllllIlIIIllllIIlIIIllllIIIIIIllllllllllllllll?l:l_l’l_

D.39 Termination Strategy [REU]M st

D.40 Type-breaking Reinterpretation of Data [AMV]"" L&

D.41 Memory Leak [XYL] !lIIIllllIIlIIIllllIIIIIIllllIIIIIIIlllllllIIIlllllllllllllllllllllllIIIIIIIIIIIIllIIllllIIllIIlllllllIlllllllllllIIlllllIllIIllllIIlIIIIIlllllIIllllllllllllllllIIIIIIllllIIlIIIllllIIII!-I&I&I-III

D.42 Templates and Generics [SY M ——— g, r&&

e

lllllllllllllIIllllIIllIIlllllllllllllll!_l&&lllll

D.43 Inherltance [RI P] !lIIllllIIllIIlllllIllIIllllIIllIIIlllIIllIIlllll L T ENEN TR T AT RT RO CR TR

D.44 Extra Intrinsics [LRJIM i s r———— "R

rllIllllIIIIIIIlllIIIIIIIlllllllIIIlllIIllIIllllllllllllllllllllllllllIlIIIllllIIlIIIllllIIlIIIlllllllllllllllllllIIllllIIIIIIIILIEIIII

D.45 Argument Passing to Library Functions [TRJ]

D.46 Inter-language Calling [DJS] I r&-

D.47 Dynamica”y‘”nked COde and Self_modlfylng Code [NYY] .rllllIIIIIIllllIIllIIllllIIllIIIlllllllIIllllIIlIllllllllIIllllllllllIIIlllIIllIIIlllllllIIIlllIllIll!:&l_llll

D.48 Library Signature [NSQ] "R

D.49 Unanticipated EXceptiOnS from lera ry ROUtIneS [HJW] .rllIIIllllIIlIIIllllIIlIIIllllIIIIIIIlllllllIIIlllllllllllllllllllllllIIIIIIIlllllllIIIIIIIIIIIIIIIIIIII!!&r

D.50 Pre-processor Directivas [N P R —— ry..
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D.51 Suppression of Language-defined Run-time Checking [MXB




D.52 Provision of Inherently Unsafe Operations [SKL]I i B
D.53 Obscure Language Features [BRS I S ———— g, L&
D.54 Unspecified Behaviour [BQF]! T&(
D.55 Undefined Behaviour [EWF]!™ L&(
D.56 Implementation-defined Behavigur [FAB] ! i s s mm— g gy

rlIIllllIIIIIIlllllIlIIIllllIIlIIIllllIIIIIIllllIllllllllllllllllllllllIIIIIllIIIIIIllllIIllIllllllllllllllllllllllllllllllIIIlllllllIIllllIEE)llllll

D.57 Deprecated Language Features [MEM]

D.58 Implications for standardization R ———— ——— e, L& *
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Annex E (informative) Vulnerability descriptions for the language Python

E.1 Identification of standards and associated documents!""m—— —__i_u F-&

E.2 General Terminology and Concepts! r
E.3 Type System [[HN] i

E.4 Bit Representations [STRJI™ i
E.5 Floating-point Arithmetic [PLE]I™

E.6 Enumerator Issues [CCB]"

E.7 Numeric Conversion Errors [FLC]"
E.8 String Termination [CJ]Im
E.9 Buffer Boundary Violation [HCRB]
E.10 Unchecked Array Indexing [XYz]Im
E.11 Unchecked Array Copying [XY /]
E.12 Pointer Casting and Pointer Type Changes [HFC]!
E.13 Pointer Arithmetic [RYG]I"
E.14 Null Pointer Dereference [XYH]Jp

E.15 Dangling Reference to Heapp [XY K1 i sy
E.16 Arithmetic Wrap-around Error [FIR i Ly
E.17 Using Shift Operations for Multiplication and Divisign [PIK]I" ! it i gt
E.18 Sign Extension Error [XZI]I"" Y EN
E.19 Choice of Clear Names [NA[JI i L=
E.20 Dead Store [V X Q I R B
E.21 Unused Variable [yzg]p i

E.22 Identifier Name Reuse [YOW]!""™"

E.23 Namespace Issues [BJL]!
E.24 Initialization of Variables [LAV]™"
E.25 Operator Precedence/Order of Evaluation [JOWW I e smm—m—"nnm En

E.26 Side-effects and Order of Evaluation [SAN I i &
E.27 Likely Incorrect Expression [KOA]M™
E.28 Dead and Deactivated Code [XYy Q" mmmmmmmsssss
E.29 Switch Statements and Static Analysis [CLLJI" it

E.30 Demarcation of Control Flow [E O ]I e e
E.31 Loop Control Variables [TEX]!™
E.32 Off-by-one Error [XZH]t T — L
E.33 Structured Programming [V D IR ——n—, ™ (

E.34 Passing Parameters and Return Valugs [CS I m—— Ty
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E.35 Dangling References to Stack Frames [DCM
E.36 Subprogram Signature Mismatch [T R e e
E.37 Recursion [GDL]Jmmmmmmmmiissiisii s
E.38 Ignored Error Status and Unhandled Exceptions [QYB]I ! it L
E.39 Termination Strategy [REUJI i
E.40 Type-breaking Reinterpretation of Data [AMV/]Im e
E.41 Memory Leak [XYL]pmm i s )
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E.42 Templates and Generics [SY ]I e m— g p &

E.43 |nheritance [Rl P] !IllIIllllIIIIIIlllllIlIIIllllIIlIIIllllIIlIIIllllllllllllllllllIIIlllIIlIIIIIllIIIIIIIIllIIIIIIlllllllllllllllllIIIIIlllllllIIIlllIIllIIlllllIllllllllllllllllllllIllIIllllIIlIIIIIlllllllllll!:lEllllllll

E.44 Extra Intrinsics [LRJI i
E.45 Argument Passing to Library Functions [TRJ]

E.46 Inter-language Calling [DJS]
E.47 Dynamically-linked Code and Self-modifying Code [NYY]!
E.48 Library Signature [NSQ]I" i msmmmmmmm

E.49 Unanticipated Exceptions from Library Routings [HJ VI s e e

E.50 Pre-processor Directives [NMP]"

[P g

E.51 Suppression of Language-defined Run-time Checking [MXB]

E.52 Provision of Inherently Unsafe Operations [SKL I i s R S
E.53 Obscure Language Featuras [BRSG I S m—— g, r

E.54 Unspecified Behavigur [BQ I s s ™y
E.55 Undefined Behaviour [EVWF I s s ., L

IIIIIIllIIIIIIllllIIIIIIIlllIIIIIIIlllllllIIIllllllllllllllllllllllllIIIIIIlllllIlIIIllllIIlIIIlllllllllllllllllllllllllIllIIllllIIllII_llqlllllll

E.56 Implementation—defined Behaviour [FAB]
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E.57 Deprecated Language Features [MEM

Annex F (informatlve) Vulnerablllty descriptlons fOI’ the |anguage Ruby!IIIIIIllllIIllIIllllIIllIIIlllllllIIllllIIlIIIlllllllllllllllllllIIllllIIlIIIII!-I(&-III

F.1 Identification of standards and associated documentg!"" " — —w—B L sw5w.—55.—” &
F.2 General Terminology and Concejptg!"!"!!! i i s s sy (g,
F.3 Type System [IH N ]I L G
F.4 Bit Representations [STR]!

F.5 Floating-point Arithmetic [PLF]I" s

F.6 Enumerator Issues [CCB]"

F.7 Numeric Conversion Errors [FLC]!"
F.8 String Termination [CJv]I

F.9 Buffer Boundary Violation (Buffer Overflow) [HCB]!"""
F.10 Unchecked Array Indexing [XYz]m e
F.11 Unchecked Array Copying [XYW] i
F.12 Pointer Casting and Pointer Type Changes [HFC]I"
F.13 Pointer Arithmetic [RY Gl
F.14 Null Pointer Dereference [XYH]™
F.15 Dangling Reference to Heap [XYK]mm
F.16 Arithmetic Wrap-around Error [F[F]Im
F.17 Using Shift Operations for Multiplication and Divisign [P]K] " ittt gy
F.18 Sign Extension Error [XZ[]
F.19 Choice of Clear Names [NAI]"™"
F.20 Dead Store [Wx QI
F.21 Unused Variable [yZg]m i
F.22 Identifier Name Reuse [YOW]!I""™"

F.23 Namespace Issues [BJL]!
F.24 Initialization of Variables [LAV]I""
F.25 Operator Precedence/Order of Evaluation [JCVA/ ]I e mm—"nnm ee
F.26 Side-effects and Order of Evaluation [SAM]!
F.27 Likely Incorrect Expression [KOA]M™"

F.28 Dead and Deactivated Code [XYQ]I"

F.29 Switch Statements and Static Analysis [CLL I ————————e &
F.30 Demarcation of Control Flow [EQ ] e R ey
F.31 Loop Control Variables [T EX e m——— g, &

F.32 Off-by-one Error [XZH ] e .., ey




F.33 Structured Programming [EWD] i -
F.34 Passing Parameters and Return Valugs [CS ]I s e By=
F.35 Dangling References to Stack Frames [DC ]I i mmmmmmmmmmmssssaasaasiae Ty
F.36 Subprogram Signature IMismatch [OTR] I s s m— gy,
F.37 RecuUrsion [G DL e s ) P
F.38 Ignored Error Status and Unhandled Exceptions [QYB] " it H.
F.39 Termination Strategy [RE U ]I e L)
F.40 Type-breaking Reinterpretation of Data [AMY/]I™ i ) P
F.41 Memory Leak [XY[LJp s p———n— sty e
F.42 Templates and Generics [SY ]I

F.43 Inheritance [RIPJIm i

F.44 Extra Intrinsics [LRM st
F.45 Argument Passing to Library Functions [TRJ]I""

F.46 Inter-language Calling [DJS]
F.47 Dynamically-linked Code and Self-modifying Code [NYY/]I ittt M iy po
F.48 Library Signature [N SO I By
F.49 Unanticipated Exceptions from Library Routings [HJVy/JI i s s gy

----------------------------------------- )(
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F.50 Pre-processor Directives [NMP]!

F.51 Suppression of Language-defined Run-time Checking [MXB]
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F.52 Provision of Inherently Unsafe Operations [SKL]

F.53 Obscure Language Features [BRS]!
F.54 Unspecified Behaviour [BQF]™
F.55 Undefined Behaviour [EWF]M"
F.56 Implementation-defined Behaviour [FAB]
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F.57 Deprecated Language Features [MEM

lllllunlllT_l)Ll'l_n

IlllllIIllllIIIIIIllllIIllIIllllIIllIIllllIIIIIIlllllllllllllllllllIIIlllllllIIllllIIIIIIllllllllll‘l)l:'_llllll

Annex G (informative) Vulnerability descriptions for the language SPAR

G.1 Identification of standards and associated documentation
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Furthermore, to focus its limited resources, the working group developing this report decided to defer
comprehensive treatment of several subject areas until future editions of the report. These subject areas
include:

Object-oriented language features (although some simple issues related to inheritance are described in
6.43 Inheritance [RIP])

Numerical analysis (although some simple items regarding the use of floating point are described in 6.5
Floating-point Arithmetic [PLF])

Inter-language operability
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6.45 Extra Intrinsics [LRM]6.43 Extra Intrinsics [LRM]
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19 Avoid fall-through from one case (or switch) statement into the following
case statement: if a fall-through is necessary then provide a comment to
inform the reader that it is intentional.!
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6.17E.18 Sign Extension Error [XZI](

This vulnerability is not applicable to Python because Python converts between types without ever extending the
sign.
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Python has a rich set of exception handling statements which can be utilized to implement a termination strategy
that assures the best possible outcome ranging from a hard stop to a clean-up and fail soft strategy. Refer to 6.37
Ignored Error Status and Unhandled Exceptions [OYB]E.38 for an example of an implementation that cleans up
and continues.

YFKLFM*, (E6H=/ "#"(3&(./ " D6/D"(60"90(

Use Python’s exception handling statements to implement an appropriate termination strategy.!
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Note from Nick Coghlan:

Speaking of clocks & timing, there are some use cases that should be updated to use time.monotonic() rather than time.time()
or time.clock() : https://www.python.org/dev/peps/pep-0418/#time-monotonic

Windows applications should also be aware of the fact that Python 3.6
always uses utf-8 for binary filesystem and console interfaces:
https://docs.python.org/dev/whatsnew/3.6.html#pep-529-change-windows-filesystem-encoding-to-utf-8

Non-Windows applications should be aware of the fact that Python 3.7+
will attempt to coerce the C locale to C.UTF-8 (or an equivalent

locale), and that implementing that behaviour is an approved option

for redistributor's Python 3.6 implementations (e.g. the system Python
in Fedora implements the option).
https://www.python.org/dev/peps/pep-0538/ has the details of that.
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Discrepancy Information Leak [XZL], 129
Distinguished Values in Data Types [KLK], 112
Download of Code Without Integrity Check [DLB], 137
Executing or Loading Untrusted Code [XYS], 116
Hard-coded Password [XYP], 136
Improper Restriction of Excessive Authentication
Attempts [WPL], 140
Improperly Verified Signature [XZR], 128
Inclusion of Functionality from Untrusted Control
Sphere [DHU], 139
Incorrect Authorization [BJE], 138
Injection [RST], 122
Insufficiently Protected Credentials [XYM], 133
Memory Locking [XZX], 117
Missing or Inconsistent Access Control [XZN], 134
Missing Required Cryptographic Step [XZS], 133
Path Traversal [EWR], 130
Privilege Sandbox Issues [XYO], 114
Resource Exhaustion [XZP], 118
Resource Names [HTS], 120
Sensitive Information Uncleared Before Use [XZK], 130
Unquoted Search Path or Element [XZQ], 127
Unrestricted File Upload [CBF], 119
Unspecified Functionality [BVQ], 111
URL Redirection to Untrusted Site (‘Open Redirect')
[PYQ], 140
Use of a One-Way Hash without a Salt [MVX], 141
application!vulnerability, 5
Ariane 5, 21
!
bitwise operators, 48
BJE — Incorrect Authorization, 138
BJL — Namespace Issues, 43
black-list, 120, 124
BQF — Unspecified Behaviour, 92, 94, 95
break , 60
BRS — Obscure Language Features, 91
buffer boundary violation, 23
buffer overflow, 23, 26
buffer underwrite, 23
BVQ — Unspecified Functionality, 111
1
C,6 22,48,50, 51, 58, 60, 63,73
C++, 48,51, 58,63,73,76, 86
C11, 192
call by copy, 61
call by name, 61
call by reference, 61
call by result, 61
call by value, 61
call by value-result, 61
CBF — Unrestricted File Upload, 119
CCB — Enumerator Issues, 18
CGA — Concurrency — Activation, 98

CGM - Protocol Lock Errors, 105

CGS — Concurrency — Premature Termination, 103

CGT - Concurrency — Directed termination, 100

CGX — Concurrent Data Access, 101

CGY — Inadequately Secure Communication of
Shared Resources, 107

CJM = String Termination, 22

CLL — Switch Statements and Static Analysis, 54

concurrency, 2

continue , 60

cryptologic, 71, 128

CSJ — Passing Parameters and Return Values, 61, 82

I

dangling reference, 31

DCM — Dangling References to Stack Frames, 63

Deactivated code, 53

Dead code, 53

deadlock, 106

DHU — Inclusion of Functionality from Untrusted
Control Sphere, 139

Diffie-Hellman-style, 136

digital signature, 84

DJS — Inter-language Calling, 81

DLB — Download of Code Without Integrity Check,
137

DoS
Denial of Service, 118

dynamically linked, 83

I

EFS — Use of unchecked data from an uncontrolled
or tainted source, 109

encryption, 128, 133

endian
big, 15
little, 15

endianness, 14

Enumerations, 18

EQJ — Demarcation of Control Flow, 56

EWD - Structured Programming, 60

EWF — Undefined Behaviour, 92, 94, 95

EWR — Path Traversal, 124, 130

exception handler, 86

I

FAB — Implementation-defined Behaviour, 92, 94, 95

FIF — Arithmetic Wrap-around Error, 34, 35

FLC — Numeric Conversion Errors, 20

Fortran, 73

I

GDL — Recursion, 67

generics, 76

GIF, 120

goto , 60

I

HCB — Buffer Boundary Violation (Buffer Overflow),
23,82

HFC — Pointer Casting and Pointer Type Changes, 28




HJW — Unanticipated Exceptions from Library
Routines, 86

HTML
Hyper Text Markup Language, 124

HTS — Resource Names, 120

HTTP

Hypertext Transfer Protocol, 127
1

IEC 60559, 16
IEEE 754, 16
IHN —Type System, 12
inheritance, 78
IP address, 119
I
Java, 18, 50, 52, 76
JavaScript, 125, 126, 127
JCW — Operator Precedence/Order of Evaluation, 47
I
KLK — Distinguished Values in Data Types, 112
KOA — Likely Incorrect Expression, 50
I
language vulnerabilities, 9
Language Vulnerabilities
Argument Passing to Library Functions [TRJ], 80
Arithmetic Wrap-around Error [FIF], 34
Bit Representations [STR], 14
Buffer Boundary Violation (Buffer Overflow) [HCB], 23
Choice of Clear Names [NAI], 37
Concurrency — Activation [CGA], 98

Concurrency — Directed termination [CGT], 100

Concurrency — Premature Termination [CGS], 103

Concurrent Data Access [CGX], 101

Dangling Reference to Heap [XYK], 31

Dangling References to Stack Frames [DCM], 63

Dead and Deactivated Code [XYQ], 52

Dead Store [WXQ], 39

Demarcation of Control Flow [EQJ], 56

Deprecated Language Features [MEM], 97

Dynamically-linked Code and Self-modifying Code
[NYY], 83

Enumerator Issues [CCB], 18

Extra Intrinsics [LRM], 79

Floating-point Arithmetic [PLF], xvii, 16

Identifier Name Reuse [YOW], 41

Ignored Error Status and Unhandled Exceptions [OYB],
68

Implementation-defined Behaviour [FAB], 95

Inadequately Secure Communication of Shared
Resources [CGY], 107

Inheritance [RIP], 78

Initialization of Variables [LAV], 45

Inter-language Calling [DJS], 81

Library Signature [NSQ], 84

Likely Incorrect Expression [KOA], 50

Loop Control Variables [TEX], 57

Memory Leak [XYL], 74
Namespace Issues [BJL], 43
Null Pointer Dereference [XYH], 30
Numeric Conversion Errors [FLC], 20
Obscure Language Features [BRS], 91
Off-by-one Error [XZH], 58
Operator Precedence/Order of Evaluation [JCW], 47
Passing Parameters and Return Values [CSJ], 61, 82
Pointer Arithmetic [RVG], 29
Pointer Casting and Pointer Type Changes [HFC], 28
Pre-processor Directives [NMP], 87
Protocol Lock Errors [CGM], 105
Provision of Inherently Unsafe Operations [SKL], 90
Recursion [GDL], 67
Side-effects and Order of Evaluation [SAM], 49
Sign Extension Error [XZI], 36
String Termination [CIM], 22
Structured Programming [EWD], 60
Subprogram Signature Mismatch [OTR], 65
Suppression of Language-defined Run-time Checking
[MXB], 89
Switch Statements and Static Analysis [CLL], 54
Templates and Generics [SYM], 76
Termination Strategy [REU], 70
Type System [IHN], 12
Type-breaking Reinterpretation of Data [AMV], 72
Unanticipated Exceptions from Library Routines [HIW],
86
Unchecked Array Copying [XYW], 27
Unchecked Array Indexing [XYZ], 25
Uncontrolled Fromat String [SHL], 110
Undefined Behaviour [EWF], 94
Unspecified Behaviour [BFQ], 92
Unused Variable [YZS], 40
Use of unchecked data from an uncontrolled or tainted
source [EFS], 109
Using Shift Operations for Multiplication and Division
[PIK], 35
language vulnerability, 5
LAV — Initialization of Variables, 45
LHS (left-hand side), 241
Linux, 120
livelock, 106
longjmp , 60
LRM — Extra Intrinsics, 79
!
MAC address, 119
macof, 118
MEM — Deprecated Language Features, 97
memory disclosure, 130
Microsoft
Win1l6, 121

Windows, 117
Windows XP, 120



MIME software vulnerabilities, 9

Multipurpose Internet Mail Extensions, 124 sqL
MISRA C, 29 Structured Query Language, 112
MISRA C++, 87 STR — Bit Representations, 14
mlock() ,117 strcpy , 23
MVX — Use of a One-Way Hash without a Salt, 141 strncpy , 23
MXB — Suppression of Language-defined Run-time structure type equivalence, 12
Checking, 89 switch , 54
! SYM — Templates and Generics, 76
NAI — Choice of Clear Names, 37 symlink, 131
name type equivalence, 12 !
NMP — Pre-Processor Directives, 87 tail-recursion, 68
NSQ — Library Signature, 84 templates, 76, 77
NTFS TEX — Loop Control Variables, 57
New Technology File System, 120 0123452
NULL, 31, 58 TRJ — Argument Passing to Library Functions, 80
NULL pointer , 31 type casts, 20
null-pointer, 30 type coercion, 20
NYY — Dynamically-linked Code and Self-modifying type safe, 12
Code, 83 type secure, 12

! type system, 12
OTR — Subprogram Signature Mismatch, 65, 82 !

OYB - Ignored Error Status and Unhandled UNC

Exceptions, 68, 163 Uniform Naming Convention, 131
! Universal Naming Convention, 131
Pascal, 82 Unchecked_Conversion 73
PHP, 124 UNIX, 83, 114, 120, 131
PIK — Using Shift Operations for Multiplication and unspecified functionality, 111

Division, 34, 35, 197 Unspecified functionality, 111
PLF — Floating-point Arithmetic, xvii, 16 URI
POSIX, 99 Uniform Resource Identifier, 127
pragmas , 75, 96 URL
predictablelexecution, 4, 8 Uniform Resource Locator, 127
PYQ — URL Redirection to Untrusted Site (‘Open !

Redirect’), 140 VirtualLock() ,117
I I
real numbers, 16 white-list, 120, 124, 127
Real-Time Java, 105 Windows, 99
resource exhaustion, 118 WPL — Improper Restriction of Excessive
REU — Termination Strategy, 70 Authentication Attempts, 140
RIP — Inheritance, xvii, 78 WXQ — Dead Store, 39, 40, 41
rsize t ,22 I
RST — Injection, 109, 122 XSS
runtime-constraint handler, 191 Cross-site scripting, 125
RVG — Pointer Arithmetic, 29 XYH — Null Pointer Deference, 30
! XYK — Dangling Reference to Heap, 31
safety'hazard, 4 XYL - Memory Leak, 74
safety-critical software, 5 XYM — Insufficiently Protected Credentials, 9, 133
SAM - Side-effects and Order of Evaluation, 49 XYN —Adherence to Least Privilege, 113
security!vulnerability, 5 XYO — Privilege Sandbox Issues, 114
SelmpersonatePrivilege, 115 XYP — Hard-coded Password, 136
setjimp , 60 XYQ — Dead and Deactivated Code, 52
SHL — Uncontrolled Format String, 110 XYS — Executing or Loading Untrusted Code, 116
size_t ,22 XYT — Cross-site Scripting, 125
SKL — Provision of Inherently Unsafe Operations, 90 XYW — Unchecked Array Copying, 27

software quality, 4 XYZ — Unchecked Array Indexing, 25, 28



XZH — Off-by-one Error, 58

XZI — Sign Extension Error, 36

XZK — Senitive Information Uncleared Before Use,
130

XZL — Discrepancy Information Leak, 129

XZN — Missing or Inconsistent Access Control, 134

XZO — Authentication Logic Error, 135

XZP — Resource Exhaustion, 118

XZQ - Unquoted Search Path or Element, 127

XZR — Improperly Verified Signature, 128

XZS — Missing Required Cryptographic Step, 133

XZX — Memory Locking, 117

I

YOW - Identifier Name Reuse, 41, 44

YZS — Unused Variable, 39, 40







